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Important Notes

The following functions are for reference only. Some products may not support all the functions
listed below.



Cybersecurity Recommendations

Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get Ahackedo i s
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.

2. Update Firmware

As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.

ANice to haved recommendations to improve your
1. Change Passwords Regularly

Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.

2. Change Default HTTP and TCP Ports:

., Change default HTTP and TCP ports for systems. These are the two ports used to communicate
and to view video feeds remotely.

These ports can be changed to any set of numbers between 1025 and 65535. Avoiding the default
ports reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL:

Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices
and recorder.

4. Enable IP Filter:

Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing
the system.

5. Change ONVIF Password:

due

netw

On older IP Camera firmware, the ONVIF password does not change when you change the sy st e mé s

credential s. You will need to either update the ¢

change the ONVIF password.
6. Forward Only Ports You Need:
., Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of

numbers to the device. Do not DMZ the device's IP address.
You do not need to forward any ports for individual cameras if they are all connected to a recorder

Vi



on site; just the NVR is needed.
7. Disable Auto-Login on SmartPSS:
Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials
from accessing the system.
8. Use a Different Username and Password for SmartPSS:
In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to
guess their way into your system.
9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and
functions they need to use to perform their job.
10. UPnP:
. UPnP will automatically try to forward ports in your router or modem. Normally this would be a good
thing. However, if your system automatically forwards the ports and you leave the credentials
defaulted, you may end up with unwanted visitors.
If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real
applications.
11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.
12. Multicast:
Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.
13. Check the Log:
If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.
14. Physically Lock Down the Device:
Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve
this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.
15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.

16. Isolate NVR and IP Camera Network
Vii



The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.

Privacy Protection Notice

As the device user or data controller, you might collect personal data of other such as face, fingerprints,
car plate number, Email address, phone number, GPS and so on. You need to be in compliance with the
local privacy protection laws and regulations to protect the legitimate rights and interests of other people
by implementing measures include but not limited to: providing clear and visible identification to inform
data subject the existence of surveillance area and providing related contact.

About the Manual

The Manual is for reference only. If there is inconsistency between the Manual and the actual
product, the actual product shall prevail.

We are not liable for any loss caused by the operations that do not comply with the Manual.

The Manual would be updated according to the latest laws and regulations of related regions. For
detailed information, see the paper manual, CD-ROM, QR code or our official website. If there is
inconsistency between paper manual and the electronic version, the electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The product updates
might cause some differences between the actual product and the Manual. Please contact the
customer service for the latest program and supplementary documentation.

There still might be deviation in technical data, functions and operations description, or errors in
print. If there is any doubt or dispute, please refer to our final explanation.

Upgrade the reader software or try other mainstream reader software if the Manual (in PDF format)
cannot be opened.

All trademarks, registered trademarks and the company names in the Manual are the properties of
their respective owners.

Please visit our website, contact the supplier or customer service if there is any problem occurred
when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.
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Network Config

1.1 Network Connection

There are mainly two connection modes between network speed dome and PC. See Figure 1-1 and
Figure 1-2.

gﬁ ® Network Cable
L or
7z 2\
o
V' |
Network PTZ Network Speed Computer
Camera Dome
Figure 1-1
Network F Network

Cable Cable

Router or Switch

T

Network PTZ  Network Speed
Camera Dome

L

Computer

Figure 1-2

Note
The models presented in the figure are for reference only.
In order to describe operation steps more conveniently, both network speed dome and network

5

PTZ camera will be called ACamerao hereinafter.

The IP address of all the intelligent speed domes is 192.168.1.108 by default when they are delivered
out of factory; it needs to plan available IP segment reasonably according to practical network
environment in order to make intelligent speed domes get access to network smoothly. Users can
modify IP address via quick config tool in the disk, please refer to Quick Configuration Tool User®
Manual for more details.

Network Config 1



1.2 Log in WEB Interface

1.2.1 Device Initialization

It needs to implement initialization upon the device if it is used for the first time; the steps are shown as

follows:

Step 1

Open IE browser, input IP address of network speed dome in the address bar and press Enter button.
The system will display the interface after it is successfully connected.

Country/Region Setting

Country/Region Australia -
Language English |Z|
Video Standard PAL [~]

Save

Figure 1-3

Step 2
Click Save, and the Time Zone Setting interface is displayed.
Configure time parameters. See Figure 1-4.

Time Zone Setting

Date Format YYYY-MM-DD (=]
Time Zane {UTC+04-30) Kabul [~]
Current Time 2019-0227  [F 13 : 51 : 36
It will be modified as 2019-02-27 10:21:36

Figure 1-4

Step 3
Click Next.
The Device Initialization interface is displayed.

Network Config 2



Device Initialization

Username admin

Password | |

Confirm Password | |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number({s) and symbol{s) with at least two kinds of them.(please do not use special
symbols like"" ;. &)

Email Address | |
To reset password, please input properly or update in time.

Save

Figure 1-5

Note

Email address function is enabled by default; you can select to disable the function according to the
actual requirement.

Step 4

Enter password, confirm your password.

Device Initialization

Username admin
Password ||oonno|ooonnonooonoon |
Confirm Password |I.lii.l.llii.l.l|i..l |

Use a password that has & to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them.(please do not use special
symbols like"™; - &)

Email Address | |
To reset password, please input properly or update in time.

Save

Figure 1-6

Note

The password can be set as 8 to 32 nonblank characters, which can be made up of upper case, lower

case, number and special character (except A' o, n"o, fA; 6, i: 0oandihA&o), ar
of characters. Make sure the new password is in accordance with the confirm password. Please set the

password with high security according to the password intensity prompt.

Step 5

Set the email address which is used to reset password. The config interface is shown in Figure 1-7.

Network Config 3



Device Initialization

Username adrmin
Password ||oonnonoonooo|ooo-oo |
Confirm Password |I.l'..i.l.ll.l.ll'.. |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them.(please do not use special
symbols like"™ ;. &)

Email Address I |
To reset password, please input properly or update in time.

Save

Figure 1-7

Step 6
Click Save and the End-User License Agreement interface is shown in Figure 1-8.

End-User License Agreement

DAHUA SOFTWARE LICENSE AGREEMENT i

)

1. PREAMBLE

IMPORTANT NOTICE. PLEASE READ CAREFULLY:

1.1 This Agreement is a Soflware License Agreement between you and Zhejiang Dahua Technology Co..Ltd. (hereinafier referred to as
"Dahua"). Please read this software license agreement (Agreement) carefully before using the Software. By using Dahua Software, you
are deemed to agree to be bound by the terms of this Agreement. If you do not agree to the terms of this Agreement, please do not install
or use the Software, and click the "disagree" button(lf there is any provision for "agree” or "disagree"). If the Software you get is
purchased as part of Dahua device, and you do not agree to the terms of this Agreement, you may return this device/Software within the
return period to Dahua or authorized distributor where you purchased from for a refund, but it should be subject to the Dahua's return
policy.

1.2 Consent to use of data

Cerain functinns like nushina undate infarmatinon mav reauire infarmation from vnur Device tn nrovide corresnonding senices YWhen won

[ 1 have read and agree to all terms

Figure 1-8

Step 7
Select | have read and agree to all terms, and then click Next.
The P2P interface is displayed.

Network Config 4



P2P

4| P2P

To assist you in remotely managing your device, the P2P will be enabled. After enabling P2P and connecting to Internet, we need to
collect IP address, MAC address, device name, device SN, etc. All collected info is used only for the purpose of remote access. If you

dont agree to enable P2P function, please deselectthe check box.

Scan and Download APP

Figure 1-9

Step 8
This is to register your device to P2P, select according to actual requirement, and then click Next.
The Online Upgrade interface is displayed.

Online Upgrade

Auto-check for updates

Automatically notify me when updates are available. The system checks for updates daily.

To inform you of the latest firmware upgrades for your device, we need to collect device info such as IP address. device name, firmware

version, device SN, etc. All collected info is used only for the purposes of verifying device validity and pushing upgrade notifications.

Next

Figure 1-10

Step 9

Select Auto-check for updates according to actual requirement.

This will enable the system to check for upgrade once a day automatically. There will be system notice
if any upgrade is available.

Step 10

Click Next, and the login interface is displayed.

Network Config 5



Username:

Password: Forgot password?

Login H Cancel

Figure 1-11

1.2.2 First Time Login

You need to download and install the plug-in for the first time login.

Step 1

Enter the user name and the password, and click Login.

Note

If you enter the wrong password for certain times, the account will be locked for a certain period of
time. After the locked time, you can login the web interface again.

Youcansetthe al | owed wrong passwor d #.4h8dlsgaldccessot. h e
Step 2

Download and install the plug-in according to the prompt after login the web interface.

B

@'hua (oo T v | seung | mem ] g |
| orsiean | sosrens | oo oin: P CEEL I=FLLEEIRBODIO

PTZ Control  Joystick

000
0®o0
000

Speed(1-8):

=0

Please click here to download and install the plug-in.
@ Please click here to download and install the plug-in ° Forie c

e =0

PTZ Function
=

& o B e |

Figure 1-12

Step 2
After the plug-in is installed, the web interface refreshed automatically, and the video is display in Live
interface in Figure 1-13.

Network Config 6
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@Jhua

protoco ETECT 2 I=Flascmma0OeIo

PTZ Control

000
0®o0
000

speed(1-5): I

© =0

O

-0
PTZ Function

Scan V|
> [ mse |

Figure 1-13
Note

The Live interface shown in the Manual is for reference only. The actual view shall prevail.

1.2.3 Device Login

Step 1
Open I E browser and input | P address of neHBEntewr k [gpe
will display the interface shown in Figure 1-14 after it is successfully connected.

@lhua

NOLOGY

Username:

Password:

Login I I Cancel

Figure 1-14

Step 2

Enteryour wusername and pasbogind dt,o aenndt eerh eWWER | d pcekr ait i on
Note

If you enter the wrong password for certain times, the account will be locked for a certain period of

time. After the locked time, you can login the web interface again.

., You can set the all owed wrong p &d.3.3ibegatlAcdessines and t
Step 3

Download and install the plug-in according to the prompt after login the web interface. After the

5
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plug-in is installed, the web interface refreshed automatically, and the video is display in Live
interface.

1.2.4 Forget Password

Step 1
Click AForg®t aPals sswcer dsyst em wi | | Pranptswhichaiy shawh m
Figure 1-15.
Prompt
@ You haven't reserved contact information, so it fails to realize self-reset. Please contact local dealer or technical support.
Figure 1-15
Step 2

Click OK to reset the password. Scan the QR code according to the instructions.
Note

If you click OK, your information including phone number, MAC address, device serial, and so on
might be collected.

Reset the password(1/2)

QR code:

Notes(For admin only):

Please use an APP to scan the left QR code to get
special strings. And then send the strings to
support_gpwd@htmicrochip.com.

The security code will be delivered to I"*@ .com
Security code: |
Cancel | | Mext |
Figure 1-16
Step 3
Input security code and then click Next. The system wil |l di splay the

which is shown in Figure 1-17.

Network Config 8
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Weak | Middie | Strong

Figure 1-17

Step 4

Set the password of admin user again.
Step 5

Click Save to finish configuration.

Network Config 9



Live

Users can i mplement sever al 0 p er a teal-tnesnondoning image, AL i Vv e

such as live, snapshot, record and etc.; you can also implement simple PTZ operation.
Click ALivedo to display nHgue2l interface which is s

@lhua 3

1 supsteam1 || substeam2 [
S

PTZControl  Jo

000
0®o
000
Speed(1-): A
=0
e~ O
e =0

2 2 @ %o B O &

Figure 2-1

Z

0. | Description

Encode setting column

Video window adjust column

System menu column

Video window function option column
PTZ config column

PTZ status column

Ny N =<0 | =<l E)

Table 2-1

2.1 Stream & Protocol Settings

Note
Some models donét support two sub streams

The encode settings interface is shown as in Figure 2-2.

]
Sub Strearm 1 Sub Stream 2 EEidales] m

Figure 2-2

Please refer to Table 2-2 for detailed information.

Parameter Description

Streaming media protocol connection, under main stream config,
monitor video or not. Generally for storage and monitor.
Streaming media protocol connection, under sub stream 1
config, monitor video or not. When network bandwidth is
insufficient, it substitutes main stream for monitoring.

Main stream

Sub (Extra)
stream 1

Live 10



stream 2

Sub (Extra) Streaming media protocol connection, under sub stream 2

config, monitor video or not. When network bandwidth is
insufficient, it substitutes main stream for monitoring.

Protocol

You can select stream media protocol from the dropdown list.
There are four options: TCP/UDP/RTP Multicast/DHTS

Table 2-2

2.1.1 Video Window Adjustment

™ I RN ey 0 EH BN

1 2 3 45 6 7 8 9 1011 12

Figure 2-3
Parameter Description
1 Image Click the icon of Image Adjustment, and the Image Adjustment interface is
' ag displayed on the right of the live interface. You can adjust image
Adjustment

brightness, contrast, hue, and saturation.

2. Full Screen

Click the icon of Full Screed to enter full screen mode, and you can double-
click or press Esc to exit.

3. Fluency

Click the icon of Fluency, and select the fluency as Realtime, Normal, or
Fluency. By default, it is Normal.

4. Rules Info

Click the icon of Rules Info, and select Enable or Disable. If you select
Enable, the intelligent rules will be displayed on the Live interface. By
default, it is enabled.

5 PTz

Click the icon of PTZ to display/hide the PTZ configuration window on the
Live interface.

6. Anti-aliasing

Click the icon of Anti-aliasing, and you can enable the anti-aliasing function
for thumbnail live view.

Note

The anti-aliasing is off by default.

Click the icon, face comparison results and face image information will be

/. Face displayed.
8. Video . Click the icon, motor vehicles, non-mot or v ehi cl es ,h matom
Structuraliz . .
; will be displayed.
ation
. Click the icon, select Panorama Camera or Detail Camera, you will see the
9. 1 Split .
video captured by the camera you selected.
. Click the icon, and then you can see videos captured by the Panorama
10. 2 Splits : .
Camera or Detail Camera at the same time.
11. 4 Splits Click the icon, the screen will be split into four screens.
Click the icon, and then you can select PicinPic mode.
PicinPicl: Panorama Camera video is displayed in the main window, and
12. PicinPic the Detail Camera video is displayed in the subsidiary window.

PicinPic2: Detail Camera video is displayed in the main window, and the
Panorama Camera video is displayed in the subsidiary window.

Table 2-3

Live 11




Image Adjustment
Image Adjustment
| 64
"’1 _' B4

P —0 64

Figure 2-4

Parameter Description

o It is to adjust monitoring image brightness.

P o

It is to adjust monitoring image contrast.

It is to adjust monitoring image hue.

It is to adjust monitoring image saturation.

Restore brightness, contrast, saturation and hue to system default settings.

]ﬂﬂﬂ

Feset

Table 2-4

Note

The function can only be used to adjust the brightness, contrast, hue and saturation of the monitoring
i mage in WEB clienttngbt Cameda roCgonditbi 6iBed t o
hue and saturation of the device.

Face

Human face snapshots and face attributes are displayed at the right side of the Face interface, and the
face comparison results are displayed at the left side of the Face interface.
Face comparison results: face snapshots, face images in the database, and similarity are
displayed. Click images, detailed information of the person will be displayed.
Face snapshots and face attributes: face snapshots, gender, age, expressions, and more
will be displayed.

Video Structuralization

[

You need to enable video structuralizati on.

set

See

Motor vehicle information (car plate, plate number, color, car brand, and more) is displayed on the
right; people and their non-motor vehicle information (snapshot time, gender, glasses or not, skin

color, vehicle type, vehicle color, and more) is displayed at the bottom.

People and their non-vehicle snapshots can be displayed in single window, two splits, four split,

Live 12



and PicinPic mode.

Single window

You can switch between panorama camera and detail camera.

1920x1080

. E@niEl B B =

Figure 2-5

fﬂ;«, 2017-10-24-10:08:32 £ HA—

. A

IP PTZ Camera

AEOmEE crenvesan B B =
Figure 2-6

Two splits

In this mode, panorama camera video and detail camera video can be watched at the same time.

Live 13



wE R lOBEE =
Figure 2-7

Four Splits
You can adjust positions of each split by pressing the left mouse button and dragging.

-24:10104 40 SEE—

A ERWEOEBEE

Figure 2-8
PicinPic
Panorama camera video and detail camera video are displayed at the same window. You can
adjust the size of the smaller window by dragging the four corners of the window.

Live 14



IP PTZ Camera

BNl E S R asE e

Figure 2-10

2.1.2 System Menu

Click each item to enter corresponding interface.

l Live

2.1.3 Video Window Function Option

Figure 2-11

1 2 3 45 6 7 8 910
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Figure 2-12

Please refer to the following sheet for detailed information.

Parameter Description
Click the button, draw an area on the video by the mouse,
1. Manual . . . ;
ositionin speed dome will collect information of the area. This
b 9 function is only effective when detailed camera is used.
. Click the button, draw an area on the video by the mouse,
2. Regional , ) ;
focus speeq d_ome will fo.cus on the area automgtlcally. This
function is only effective when detailed camera is used.
When the video is in the original status, click it you can
select any zone to zoom in. In the non-original status, you
3. Gesture can drag the zoom-in zone in specified range. Right click
Control mouse to restore previous status.
Click it; you can use the middle button of the mouse to
zoom in/out the video size.
4. Alarm output | Click this button, alarms will be triggered. This function.

Click the icon of Regional Focus, and draw a box in the live

5. Esé:]lljc;nal view image. The Camera can focus automatically in the
area of the box.
Click the icon, and you can capture the picture of live image.
6. Snapshot The pictures are saved in the path of Live Snapshot
configured in .1.2.5 Patho .
7 Triole Click the icon of Triple Snapshot, three pictures are
' S ng shot captured atlf/s. The pictures are saved in the path of Live
P Snapshot configured in M.1.2.5 Patho .
8. Record Click the button, you can record videos and save.
Click the icon of Audio to enable or disable audio output of
. the monitoring stream.
9. Audio
You need to enable audio at Setting > Camera > Audio first.
10. Talk Click the icon of Talk to enable or disable intercom.

2.1.4 PTZ Config

Table 2-5

You can control PTZ via PTZ control or virtual joystick; also you can enable the functions of preset
positions, scan and etc. in the PTZ setting area.

PTZ Control

Note
User s

have
Protocol o

for

t o

set
mor e

PTZ protocol
detail s.

f i r sSetting & PT& Bedtings s i n g

Please refer to Figure 2-13 for the interface of PTZ control, refer to Table 2-6 for more details about

parameters.
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PTZ Control  Joystick

©00
0®O0
00O

Speed(1-8):
® = O
e s
© -0

Figure 2-13

2 WOIN=—

Parameter Description

Use mouse to draw a box in monitoring video, PTZ will rotate, focus and quickly

L position the scene.

2 PTZ supports eight directions: left/right/up/down/upper left/upper right/bottom
left/bottom right.

3 It controls rotation speed. The longer the step length, the higher the speed. Step

length control PTZ, zoom, focus and iris.

Zoom/focus/iris: Click to increase value and click B to decrease value.
4 Note
Some cameras donét support iris, please

Table 2-6

Joystick

The virtual joystick interface is shown as below. See Figure 2-14.
This function allows you to control the button in then center to simulate the joystick operation. You can
use it to control device movement.
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Joystick

7~

(1)

speed(1-8): I
e foom o
e Focus e
e Iris 0

Figure 2-14

The setting method of speed, zoom, focus and iris is the same as that of the PTZ control.

PTZ Function

Note
Ref e A.3PT& Seitingd f or detail s.

. . . P Start . . .
The PTZ can support various functions. Click to start some certain PTZ function, and at this

M st
mo me nt the AStart/ SI._FM, blicktthe doutton boestop thee BTZ function. The
config interface is shown in Figure 2-15; please refer to Table 2-7 for more details about each function.

PTZ Settings Menu

Scan r

Scan
Freset

Tour
Pattemn
Assistant
Pan

Go to

Figure 2-15

Please refer to the following sheet for PTZ settings information.

Parameter | Description

Scan Select Scan from the dropdown list, click Start button, you can begin
scan operation. Default SN is 1.

Preset Input the preset value and then click View button, the camera turns
to the corresponding position of the preset.

Tour Select Tour from the dropdown list and then click Start button, you

can begin tour.
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Menu

Parameter | Description

Pattern You can select Pattern from the dropdown list and then click Start

button to begin PTZ movement.

Assistant Reserve extended function, it can support special requirements.

Note

It is recommended to enable the function with the guidance of
professional staff if necessary; otherwise it may cause some
unexpected problems.

Pan Select Pan from the dropdown | i

can realize horizontal rotation of the PTZ.

Goto , It is the accurate positioning function. Please input
corresponding horizontal angle, vertical angle and zoom speed
and then click fiGo toodo button

., One unit of the horizontal angle or vertical angle stands for 0.1
degree.
Table 2-7

The menu interface is shown in Figure 2-16; please refer to Table 2-8 for more details about parameters.

PTZ Function Menu

Figure 2-16

Parameter

Description

Direction button

Up and down buttons are used to select parameters, left and right buttons

are used to select parameter value.

OK Click it to confirm.
Open Open OSD menu.
Close Click it to close menu.

Table 2-8

Click Open to enable menu function, then you can see the OSD menu in the monitoring image, which is

shown in Figure 2-17.
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Figure 2-17

Here you can set the following items:

Camera: pl eds@meradf.er to i
PTZ: please refer to .3 PTZ Setting0 .

System: Pl ed6ysteméefer to i

Youcan modify the | oc @&t23Qverlayp. OSD menu i n A

Device list

Device List

®™ PanoramaCa.. :_ !

® Detail Camera .+ __:

Figure 2-18
Click m you can switch streams. is sub stream 1, and is sub stream 2.

Click stream icon, if the icon is yellow, the stream is enabled; click the icon again, the icon is grey, and
the stream is disabled.
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Playback

You can playback saved videos or picturesi n t he APl aybacko interface.

Note

thneeds to set record, snapshot peri od, stor ag4e5 met
Storaged0 b e mmglementinig playback operation.

Click APl agbdckiei sesntem will display 0PFhgaggplacko i n

Fil Type
Data Src SD Card v
< >

Sun Mon Tue Wen Thu Fri Sat

112]3f«]sfe] 7

8loj1oj11]12]13]14
15,16 17 18 19 20 21
2 23 25 26 27 28
29 130 31

Record Type All General | Event B Alarm Manual B

Figure 3-1
3.1 Video Playback

Select file type as fidayvo intarfack which B shewnsntFigure 3w2i Refertod i s p
Table 3-1 for more details about parameters.
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o &)

Fie Type
Data Src SD Card v
< B

Sun Mon Tue Wen Thu Fri Sat
1 2

3j]4)|5]|6]7)8]|]9

101112 13 1415

1718 119120 § 21 § 22 § 23

24 25 2627 28 29 30

T——

00000 O 1~ LS| 000000000 [
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00
Stop Record Type [ All General Event W Alarm Manual B L O2dne] 20 | Oinr | ©30min

Figure 3-2

No. Description

1 Play function column

2 Record type column

3 Assistant function column

4 Playback file column

5 Playback clip column

6 Progress bar time format column

7 Progress bar

Table 3-1

3.1.1 Play Function

Play function column is shown in Figure 3-3. Refer to Table 3-2 for more details about parameters.

00000 O =@

L e 6@ G @
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Figure 3-3

Parameter Description

When you see this button, it means pausing or not playing record. Click this

W Play button and switch to normal play status.

Y Stop Click this button to stop playing video.

Click this button to go to next frame.

¥ Next frame Note
You shall pause playback when you use this function.

Y Slow Click this button to play slowly.

Fast Click this button to play fast.

5 Mute When this button displays, it means audio is silent. Click this button to switch
back to normal.

Z Volume Left click mouse to adjust volume.

z Rulesinfo Click the button to display intelligent rules after enabling playback video.

Table 3-2

3.1.2 Record Type

Check record file type, the only selected file will be displayed in progress bar and file list. See Figure 3-4.

RecordType @Al [ General @ [@Motion M [ Alam v NEGTEN |

Figure 3-4

3.1.3 Assistant Function

Video playback assistant function is shown in Figure 3-5.

1 2

Figure 3-5
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Parameter Description

Click it, you can zoom in any area when then playback video is
. in original status. In non-original status, you can zoom in
1. Digital Zoom specified zone, Right click mouse to restore its original size.

Click this button; you can scroll to zoom in/out video.

Click this button; you can take snapshot over the video under

2. Snhapshot playback status. Snapshot will be saved to pathi n4.1.2/% Patha

Table 3-3

3.1.4 Playback File

In calendar, the date with blue shading means the current date having video record or snapshot file. See
Figure 3-6.

Channel Panorama Came

File Type dav

Data Src SD Card

Mar [~ [Nl 2019

Sun Mon Tue Wen Thu Fri
1

Figure 3-6
Parameter Description
Channel There are three options: Panorama Camera and Detail Camera.
) Sel ect fitdnean®recard wdeo playback.
File Type . ..
S e | e c tandiit m@agsicture playback.
Data Source It is SD card by default.
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Parameter Description

= File list. Click the icon, the video files of the selected date will be displayed.
Table 3-4
File list
To configure the function, do the following:
Step 1

Click the date with blue shading, and record file progress bar with different colors is displayed on the time
axis.

Note

Green represents general video, yellow represents event video, red represents alarm video, and blue
represents manual video.

Step 2

Click on certain time on progress bar, playback starts from this time. See Figure 3-7.

Figure 3-7

Step 3

Click , and the video files of the selected date will be displayed in the list. See Figure 3-8.
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00 - 00 - 00 - 23 - 59 - &9 jkel

DownLoad Format ‘# dav '@ mp4

Start Time  File Type
|

13:04:22
13:04:58
1312:08
13:21:22
13:22:44
132412
13:24:32
13:38:22
134518

14:40:14

(el eNeleleNeleleNeleNe

MA11 > M |
Begin Time: 2013-12-18 13:03:20
End Time:  2013-12-18 13:03:55

File Size:

Figure 3-8
Parameter Description
E Search all the video files between the entered starting time and ending time.
Download )
Eormat Two types: dav and mp4.
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Parameter Description

If the video file is dav. format, click Download to download the files locally.

. If the video file is mp4 format, click Download to download the files to the
m path of Playback Download in it.1.2.5 Patho .

Note
Downloading and playing mp4 video file at the same time is not supported.

¢ Click to go back to the calendar interface. And you can select the date again.

Table 3-5

3.1.5 Playback Clip

Note
The record file which is being playbacked will pause automatically when using playback clip function,
which means that playback clip and playback candt b
CIEEIETTETD
Figure 3-9
Step 1
Click start time to clip on time axis. This time must be within progress bar range.
Step 2
Movemouseabovetheclipicongﬁ, and fiSelect Start Timeo wild.l sho
Step 3

—_—

Click clip icon gﬁ and complete the setting of start time for playback clip.

Step 4

Click end time of playback clip on time axis, and the time must be within progress bar range.
Step 5

—_—

Move mouse above clip icon , and fASel ect & uopdntheilowes righteornérl s ho

Step 6

—_—

Click clip icon gﬁ , and complete the setting of end time of playback clip.

Step 7
Click Savetosavethef i | e in the path ofdli@BPaahgback Clipo set i
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3.1.6 Progress Bar Time Format

Oz | O zhr O 1hr | Oz0min

Figure 3-10
Parameter Description
24 hours Click it and the progress bar will display in 24-hour mode.
(O 2hr > hours Click it and the progress bar will display 2 hours of the video.
O 1hr 1 hour Click it and the progress bar will display 1 hour of the video.
(O 30min 30 min Click it and the progress bar will display 30 minutes of the video.

3.2 Picture Playback

Sel ect f ijlpegndtthe pystemandl digplay the interface shown in Figure 3-11.

(>

Snapshot Type [ Al General Event B Alarm

®

Fie Tye

Data Src SD Card

< E >

Sun Mon Tue Wen Thu Fri Sat

3
10
17
24

Figure 3-11

1 P
415167189
1M)12113 )14 [E 16
18119120121 §22)23

25 26 27 28 29 30

No. Description

1 Play function column
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Playback file column

Snapshot type column

Table 3-6

3.2.1 Play Function

The play button is shown as below. See Figure 3-12.

Figure 3-12

Default icon isn, and it means pauseing or not playing picture.

B

B

Click play button to switch to normal play status. Icon becomesm.

Click it to pause and switch it to pause status.

3.2.2 Playback File

Step 1
Click file list #= ", ans the selected snapshot file will be displayed in the list.
Parameter Description
. Select dav for video playback.
File Type

Select jpg for picture playback.

Data Source

The data source is SD card by default.

Download in batch. Click the icon and you can select the picture files

=

of certain types within the certain time periods to download in batch.

S e €3.2.8 Playback Fileo .

File list. Click the icon, the picture files of the selected date will be
displayed in the list.

Table 3-7
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. 00 : 00 : 00 - 23 : 59 : 59 S
Channel PanoramaCameE

Start Time  File Type
FileType [kl 3 |

017 (A S Card

13:04:44
13:04:45

13:04:47
13:04:48

iOOOOOOOOOOOOO

u

u

u

u

u

3 u
13:04:43 u
u

u

]

u

u

4l

M a1/8 p

Figure 3-13 Figure 3-14
Step 2
Double click file in list to playback this snapshot. Please refer to the following sheet for detailed information.
Parameter Description
E It means all snapshot files within the start time and end time of selected date.
m Click download button to download shapshot file to local.
¢ Click back button to return to calendar interface and re-select time to operate.

Table 3-8

3.2.3 Snapshot Type

It will only display the selected type of file in the list after checking the snapshot type. It can also select the
snapshot type to be displayed via the drop-down box above the file list.

Snapshot Type Al @ General @ Motion M [ Alarm

Figure 3-15
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Setting

You need to set the camera, video and audio conditions of the network intelligent speed dome in order to
guarantee normal monitoring of the device.

4.1 Camera

4.1.1 Conditions

4.1.1.1 Picture

Step 1
Select fi Sting > Camera > Conditions > | mage 0. The system dlictar@l awhsi cthh e
shown in Figure 4-1.

conations e nsgenen] zoomans s

Channel Panorama Camelz‘
Bgie) Normal L]
Style | Standard [=]
» Exposure Brightness
» Backlight Contrast
» WB Saturation
» Day & Night Chroma CNT
» IR Light Sharpness
» Defog Sharpness CNT
Gamma
Mirror ) On ) Off
Flip | 0° [+]
EISC) On ) Off
Picture Freeze ™) On () Off
Default I | Refresh | | Save | A A
Figure 4-1
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Conditions

Channel

Detail Camera E]

Profile  Day E]
Style | Standard [~]
L Erpostte Brightness [=] O 50
paacigl Contrast [=] O 50
L Saturation [=] O 50
g ArSebight Chroma CNT [=] O 50
» ZoomFocus Sharpness (=] O 50
e o Sharpness CNT [=] O 50
pRelon Gamma [=] O 50
Flip | 180° [~]
EIS() on @ oOff
Picture Freeze ) On @ Off
| Default I l Refresh | I Save I
o -2
°'° o m
&Y O ®
Speed |5 E]
Figure 4-2
Step 2
Configure parameter info according to the actual needs; see Table 4-1 for more details.
Parameter Description
) You can select Normal, Day, or Night mode, and view the configuration and
Profile
the effect of the selected mode.
Style You can select Soft, Standard, or Vivid for the style.
y It is Standard by default.
Brightness Set the overall brightness of image. The larger the brightness value is, the
9 brighter the image will be. The value ranges from 0 to 100.
Contrast Set the brightness contrast of image. The larger the contrast value is, the
larger the brightness contrast will be. The value ranges from 0 to 100.
Set the image color purity. The higher the purity is, the brighter the color will
Saturation be. The value causes no influence to the overall brightness of the image.
The value ranges from 0 to 100.
Chroma CNT Set the image color suppression level. The larger the chroma CNT value is,
the stronger the suppression will be. The value ranges from 0 to 100.
Set the sharpness of picture edges. The larger the sharpness value is, the
Sharpness more obvious the edge will be. The value ranges from 0 to 100. The image
is likely to generate noise more easily if the value is set too big.
Sharpness Set the sharpness suppression level. The larger the sharpness CNT value
CNT is, the stronger the suppression will be. The value ranges from 0 to 100.
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Parameter Description
Adjust the image brightness and improves the image dynamic range in a
Gamma non-linear way. The larger the value is, the brighter the image will be. The
value ranges from 0 to 100.
=t Select the display direction of the monitoring image. Select the display
P direction of the monitoring image. It is 0°by default.
Electronic Image Stabilization function is realized through image difference
EIS comparison algorithm, which can effectively solve the problem of image
dithering during application and make the HD image clearer. It is Off by
default.
Picture If you select On to enable the function, it directly displays the preset when
Freeze calling preset.
Table 4-1
Step 3

Click Save to finish configuration.

4.1.1.2 Exposure
Step 1

Selecti Steng >Camera>Condi ti ons > Exposur eo.
The system displays AEXxposur €igurei43to Eigufedd.e, whi ch i s
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conations [ arasenen] e v s [

Channel Panorama CameE]

Profile. Normal

LEicure Anti-flicker

» Backlight

Shutter

FEE [

A Gain
» Day & Night {tis
» IR Light Iris ~ (0~100)

» Defog Exposure Comp
Slow Exposure
Gain Limit

Slow Shutter = on ) Off

Shutter Limit

AE Recovery Off

ERNED

Default l | Refresh I l Save

SmartiR() On ) Off

Autolris ) On ()

2

2DNR () On () Off
Grade

3DNR () On () Off
Grade

AdvancedNR ) On (O) Off
Advanced 3D
Advanced 2D

Figure 4-3
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Conditions IProﬁIe Managementl Zoom and Focus
Channel Detail Camera El
Profile Day [~
R Anti-licker | Outdoor [~]
m Mode Auto E
Jsbackight Exposure Comp [=] O 50
"' i AE Recovery | 15Min. E
B S i
: - y » ZoomFocus i O =0
b i » IR Light ) i
‘ ! 3DNR @ On () Of
“—— e 2cg Grade [ {r 50
IEF™Z Came’a ) - 1
l Default I l Refresh I l Save |
o -2
°'° © Foos @
&Y O ®
Speed 5 E
Figure 4-4
Step 2
Configure parameter info according to actual needs; see Table 4-2 for more details.
Parameter Description
It can select 50Hz, 60Hz or outdoor.
., 50Hz: When AC is 50Hz, it can adjust exposure automatically according
Anti-flicker to scene brightness, make sure there is no cross stripes in the image.

60Hz: When AC is 60Hz, it can adjust exposure automatically according
to scene brightness, make sure there is no cross stripes in the image.
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Parameter

Description

It is to set camera exposure mode. It includes: auto/manual/aperture
priority/shutter priority/gain priority. The default is auto mode.

For the auto exposure mode, the image overall brightness will auto
adjust according to different scene brightness in the normal exposure
range.

For manual exposure mode, it can manually adjust gain value and
shutter value; it supports long exposure.

For aperture priority mode, fixed aperture is the set value, it can auto

B

Mode realize best brightness according to priority drive exposure time to drive
gain mode.

. For shutter priority mode, the image overall brightness can auto adjust
according to the adjustment shutter range priority according to different
scene brightness in normal exposure range. If the image brightness is
still improper and gain has reached upper and lower limit of the range,
then it can auto adjust gain value again to make image normal.

., For gain priority mode, it can manually adjust gain value and exposure
compensation value.

Gain Range It is to set the gain value of exposure; the range is from 0 to 100.
It is to adjust shutter time. The bigger the shutter value is, the darker the
Shutter . ) S :
image becomes; otherwise it becomes brighter.
Shutter It is to set the camera exposure time, the range is from 0 to 1000, the unit is
Range ms.
Iris It is to set the camera light quantity. The bigger the iris is, the brighter the
image becomes, and otherwise it becomes darker.
(E:éFr)r?sUfe It is to set the value of exposure compensation; value range is from 0 to 100.
Slow It is to set the exposure adjustment speed; the value range is from 0 to 100.
Exposure
Gain limit It is to set the gain upper limit of exposure, the value range is from 0 to 100.
It can capture image via extending auto exposure time in the low illuminance
Slow Shutter | environment, which can effectively reduce image noise, but it may generate
smear for moving objects.
Shutter limit It is to restrict the min shutter value of the camera.
Auto Aftermanual |y adjusfd,ngi thlwiilsl +r @co V&
exposure .
before adjustment regularly.
recovery
The threshold is used to suppress noise, the higher the level is, the smaller
2D NR ) X

the noise becomes, and the image appears more blurry then before.

The value is used to suppress noise, the higher the level is, the smaller the

3D NR . '

noise becomes and the image seems more blurry than before.

Grade It is to set the NR value range, which is from 0 to 100. The bigger the value

is, the higher the NR level becomes.

Advanced NR

It can realize noise suppression effect via 3D and 2D video filtering method.

Advanced 3D

It is to set 3D grade, the value range is from 0 to 100.

Advanced 2D

It is to set 2D grade, the value range is from 0 to 100.

Table 4-2
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Step 3
Click Save to finish configuration.

4.1.1.3 Backlight

Note

ltfalstosetbac k| i ght function when ADefogd is enabl ed,
The function is used to adjust the backlight compensation mode of the monitoring image. The config steps
are shown as follows:

Step 1

Sel eSetting® Camera > Condition > BackIlightod and the
which is shown in Figure 4-5.

Gonattons [t ansgenen] zoomans v |

Channel Panorama CameE

Profile. Day =]
Style | Standard E
» Exposure Brightness [=] 0 0
» Backlight Contrast (=] 0 A
» WB Saturation [=] O &
» Day & Night Sharpness (=] 0 AL
» IR Light Gamma (=] —@s
» Defog EISC) On @ Off

Default | | Refresh | | Save |
Figure 4-5
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Conditions IProﬁIe Managemenll Zoom and Focus

Channel Detail Camera E
Profile  Day E]
Style | Standard E
HEQOsuG Brightness [=] O 50
EBACK IOt Contrast [=] O 50
i Saturation =] 0 50
R L Chroma CNT =] 0 50
» ZoomFocus Sharpness E] O 50
pARLight Sharpness CNT [=] O 50
riHelog Gamma [=] O 50
Flip | 180° [~
EIS) on @ off
Picture Freeze () On @ Off
| Default | l Refresh | | Save ‘
n 9@
.° @ o @
Y O=®
Speed 5 B
Figure 4-6

Step 2

Select backlight mode

Off: Backlight mode is disabled.

BLC: In BLC mode, the Camera gets clear image of the dark area on the target when shooting
against light.

WDR: In WDR mode, the Camera constrains over bright area and compensates dark area to improve
the image clarity.

HLC: In HLC mode, the Camera dims strong light, and it works well for taking pictures of human face
and car plate detail under extreme low illumination. It is applicable to the entrance of toll station or
parking lot.

B

B

Step 3

Click Save to finish configuration.

Note

Ot her backlight mode config will not be wvalid when
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4.1.1.4 White Balance

White balance is used to restore white objects, after setting white balance mode; it can make the white

object display white status in different environments.

Step 1

Sel ecting$ S@amera > Conditions > WBO.

The system displays the i nt Eigured@.e of AWBO, which 1is

Channel Panorama CameB

Profile Day [~

» Picture
! Mode | Auto [~]
» Exposure

» Backlight
» Day & Night
» IR Light

» Defog

Default | ] Refresh I | Save I

Figure 4-7

Step 2

Select AWBO mode.

As for WB mode, it can select auto, indoor, outdoor, ATW, manual, sodium lamp, natural and street lamp. It
is i Btooby default.

Step 3

Click Save to finish configuration.

4.1.1.5 Day & Night

Note

It fails to set defog function after enabling fADay/
The function can be used to set the conversion between color mode and B/W mode, which can effectively
guarantee that it can still monitor clear image even in dark environment for the intelligent speed dome. The

config steps are shown as follows.

Step 1
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Sel ectingAS@amera > Conditions > Day & Nighto.

The system displays the interface Fglre4i8ay

Channel Panorama CameE|
e3P0 683 B2 B
pticus Mode Auto E[
Y/ EXposuis Sensitivty | Middle v
» Backlight Delay| 105 E
» WB
» IR Light
» Defog
Default I | Refresh | I Save l
Figure 4-8
Step 2
Configure parameter info according to the actual needs; refer to Table 4-3 for more details.
Parameter Description
Profile There are three options: Auto, Day, and Night.
It is to set image color and b/w mode, which is not influenced by the
selection of config profile. It is auto mode by default.
Mode Color: The camera will only output color image.
Auto: It can select to output color or black & white image according to
the environment adaptation.
Black & White: The camera will only output black & white image.
It is used to adjust the sensitivity of switch between color and black & white.
o It can select low, middle and high, it is middle by default.
Sensitivity Note
It can set sensitivity only when day/night mode is auto.
It is used to adjust the delay value of switch between color and black &
white. The value range is 2s to 10s.
Delay
Note
It can set delay only when the day/night mode is auto.
Table 4-3
Step 3

Click Save to finish configuration.

& Ni
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4.1.1.6 Zoom & Focus

Digital zoom means zooming in part of the image, the bigger it zooms in, the more blurry it becomes.

Step 1
S e | e ctting $iCGmera > Conditions > Focus & Zoomo .
The system displ aFpas&zZbomoi ntwvbr € hc Bigue 8- 8 wn i n
Cpditions Jprotiie Managemend| zoom and Focus
Channel Detail Camera B
Profile | Day B
SRR Digital Zoom On @ Off
) Stosiis Zoom Speed (=] ()&= 100
HBAcKiott Mode  Semi Auto E]
bt Focus Limit | Auto E}
F DAy s Nio Sensitivity | Default [~
» Defog
Default | | Refresh I | Save |
Tax @@
°.° @ Focus @
&Y O ®
Speed |5 E]
Figure 4-9
Step 2
Configure parameter info according to the actual needs; please refer to Table 4-4.
Parameter Description
Digital zoom It is used to set if it is to enable digital zoom function, it is off by default.
It is to set camera zoom speed, the bigger the value is, the faster the zoom
Zoom speed
speed becomes.
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Parameter Description

It is to control the trigger mode of focus, you can select semi-auto, manual
and auto.
Semi auto: it will actively trigger focus when detecting zoom, ICR switch
and etc.
Auto: It will actively trigger focus when detecting scene change and
zoom, ICR switch and etc.
Manual: The users can adjust focus location by themselves; the device
wondt trigger focus actively.
It is to set the nearest distance of focus, and focus on the object beyond the
Focus limit distance, the auto option will make it select proper nearest distance
automatically according to the different zoom value.
It is to set the steady ability or anti-interference capability of focus, the lower
Sensitivity the value is, the steadier it becomes, the higher the value is, the stronger the
anti-interference capability becomes.
The image becomes relatively clear during zoom if the function is enabled. If

Mode

AF tracking the function is disabled, then the zoom speed becomes relatively fast during
zoom.
Lens Click the button and it will implement lens initialization automatically, at this
initialization moment, it will realize correction of zoom and focus for the camera.
Table 4-4

Step 3
Click Save to finish configuration.

4.1.1.7 IR Light

Currently, common compensation lights include IR light, white light and laser light, different models
support different types of compensation lights with different config interfaces. Please refer to actual config
interface for more details. It is to introduce the config modes of several compensation lights in this chapter.

IR light/White light

Different types of compensation lights use the following conditions:

When Day/ Night mode i s swit c lgelkcomes bldtiBandWehite, ancha¢ mo
this moment the IR light is enabled.

When Day/ Night mode is switched to ACol or o, t he
moment the white light is enabled.

When Day/ Night mode i s s wi tooitrmglimageis svifched acéordingttd e ¢
the environmental brightness, the compensation light changes according to the monitoring image; The

IR light is enabled in B/W mode, white light is enabled in color mode.

Note

Some models are equipped with photoresistance. IR/white light will be enabled automatically when

the environmental brightness is too low.

B

B
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. ltisto take IR light as an example to introduce the parameters and functions of config interface.

The config steps of IR light/white light are shown as follows:

Step 1

Sel eSetingfi Camera > Conditions > IR Lighto.

The system displays the interFigueélOof Al R Light o, wh

Channel Panorama CameE]
Profile Da
SHET07 00542 Y. B
) Eictus Mode | ZoomPrio E]
» Exposure Correction [=] O 50

» Backlight
» WB
» Day & Night

» IR Light

» Defog

Default I | Refresh I | Save |

Figure 4-10
Step 2
Configure parameter info according to the actual needs, please refer to Table 4-5 for more details.
Parameter Description
It is used to set the mode of IR light, you can select zoom priority, SmartIR,
manual and off
Zoom priority: It can auto adjust the brightness of IR light according to
the actual zoom rate.
Mode SmartlR: The device can control IR light brightness according to the
actual zoom rate and overexposure.
Manual: It is to set the brightness value of IR light manually.
. Off: Itis to disable compensation light.
Note
Only IR light supports SmartlR mode.
Light It is used to compensate the brightness of IR light; the value range is from 0
compensation | to 100.
Near light It is used to set the brightness of near light; the value range is from 0 to 100.
Far light It is used to set the brightness value of far light; the range is from 0 to 100.
Table 4-5
Step 3
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Click Save to finish configuration.

4.1.1.8 Defog

Note
It fails to set defog functiona f t er enabl ing ABacklighto functi

The image quality may become weak if the camera is in the environment with fog or haze, the image can
realize auto correction in the auto mode; it can also select different intensity manually according to the fog

concentration, which is to adjust the image definition.

Step 1
Sel eSetingfhi Camera > Conditions > Defogbo.
The system displays .the interface of fADefogod
Channel Panorama CameEl
Profile
EHIEES07 14707 -1 B
» Picture Mode | OF E]
» Exposure
» Backlight
» WB
» Day & Night
» IR Light

Default I l Refresh | l Save I

Figure 4-11

Step 2
It is to configure parameter info according to actual needs, please refer to Table 4-6 for more details.

Parameter Description

It is used to set the defog mode, it can select auto, manual and off. It is
AOffo by default.

Note

For the devices which support optical defog. Optical defog and
electronic defog realize self-adaptive switch according to algorithm.
For the devices which support optical defog. Electronic defog is

Mode

5

5
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Parameter Description

enabled by default in off mode.

Table 4-6

Step 3
Click Save to finish configuration.

4.1.1.9 Profile Management

It can select three modes of profile management, such as normal, full time and schedule.

., When it selects fANormal 6, the vi dmaconfigiofithe camera. moni t
Conditions IPrnfiIe Managementl Zoom and Focus _
Channel Panorama CameE
Profile Management @ Mormal Full Time Schedule
Default | | Refresh | ‘ Save
Figure 4-12
., When it selects AFull ti meo, i t canotweednfgdileofthay o

camera conditions for day or night.

Conditions IPrnfiIe Managementl Zoom and Focus _

Channel Panorama CameE
Profile Management MNormal @ Full Time Schedule
Always Enable Day |E|
Default | | Refresh ‘ | Save
Figure 4-13
. When it selué¢ectos FPauhedn select one period as day

If the config profile management is displayed according to schedule, you can set 0:00 to 12:00 as day
config, and 12:00 to 24:00 as night config.
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Conditions
Channel Panorama Came|v |
Profile Management =) Normal ©) Full Time @ Schedule

Period setting

4.1.2 Video

0:00 4:00 8:00

@ Day @ Night

Default ‘ | Refresh | | Save

Figure 4-14

It is to set video, snapshot, overlay, ROI, and path.

4.1.2.1 Video

20:00 24:00

It is to set video stream of the monitoring image. The config steps are shown as follows;

Step 1

S e | €eSetting AiCamera > Video > Videoo .

The

Note

details.

Video | Snapshot | Overlay | ROI | Path
Main Stream
Encode Mode H.264H
Smart Codec off Iz‘
Resolution 1520°1080(1080P)
Frame Rate(FPS) |30
Bit Rate Type CBR
Reference Bit Rate  2048-8192Kb/S
Bit Rate 4096 [~] (kbis)
| Frame Interval 60 (30~150)
SVC 1(off)
Watermark Settings
Watermark Character | DigitalCCTV
Default ‘ ‘ Refresh ‘ ‘ Save |
Figure 4-15

Sub Stream
Enable Sub Stream 1
Encode Mode H.264H
Resolution 704°576(D1)

Frame Rate(FPS) 25
Bit Rate Type CBR
Reference Bit Rate  256-2304Kb/S

Bit Rate 1024
| Frame Interval 50
e 1(off)

system di spl ays streaned which is shovinandigureodfl5. i Vi d e o
|

(5] [ [ [ ]

[+] (KoiS)

[l

(25~150)

Different device video may have different config interface, please refer to the actual interface for more

Different video streams may be corresponding to different default value, please refer to the actual
interface for more details.

Setting 46



Step 2

Configure parameter info according to the actual needs, please refer to Table 4-7 for more details.

Parameter

Description

Sub Stream Enable

Please check the box here to enable extra stream function. This
function is enabled by default.

Encode mode

There are seven options: H.264, H.264H, H.264B, H.265,
MJPEG and MPEGA4.
H.264: Main Profile encode mode.
H.264H: High Profile encode mode.
H.264B: Baseline Profile encode mode.
H.265: Main Profile encode mode.
MJPEG: In this encode mode, the video needs to enlarge
bit stream to guarantee the video definition. You can use
the max bit stream value in the recommended bit to get the
better video output effect.

Smart Codec

It can set smart codes as on or off.

Resolution

There are multiple resolution types. You can select from the
dropdown list.

For each resolution, the recommended bit stream value is
different.

Frame Rate (FPS)

PAL: 1" 25f/s NTSC: 1 50f/s..
The frame rate may vary due to different resolutions.

Bit Rate Type

There are two options: VBR and CBR.
Please note, you can set video quality in VBR mode.
In MJPEG encode mode, only CBR is available.

Reference Bit Rate

Recommend a reasonable bit rate value range according to the
resolution and frame rate you have set.

Bit Rate

In VBR, the bit rate here is the max value.

In CBR, the value is fixed.

Refer to fARef er eaewlueRantprotla
best reference range.

B

| Frame interval

Here you can set the P frame amount between two | frames, the
range varies according to the frame rate, the max is 150, it is
recommended to set twice as big as the frame rate.

SVvC

Frame rate can realize layered coding, it is a scalable encoding
mode in time domain, and it is 1 by default, which is not layered.
It can set 2, 3, layer coding setting.

Watermark Settings

By calibrating watermark, to see if video is modified. Select
Watermark function. Default watermark is Digital CCTV.

Watermark character can only be number, letter, _, - within 128
characters.

Table 4-7
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Step 3

Click Save to finish configuration.

4.1.2.2 Snapshot

Itis to set the stream info of snapshot. The config steps are shown as follows:

Step 1

Sel eSsetting®A Camera > Video > Snapshoto and t

which is shown in Figure 4-16.

he systen

Video I Snapshot I Overlay I ROI I Path
Snapshot Type General [~]
Image Size
Quality 5 (=]
Interval 15 |E|
Default | | Refresh | | Save
Figure 4-16
Step 2
Configure parameter info according to the actual needs; please refer to Table 4-8 for more details.
Parameter Description
Snapshot type It includes General and Event.
Image size It is the same with the resolution of snapshot (main stream or
sub stream).
Quality It is to set the image quality. There are six levels from 1 to 6.
Interval It is to set snapshot frequency. The value ranges from 1s to 7s
or customized.

Step 3

Table 4-8

Click Save to finish configuration.

4.1.2.3 Overlay

It is to set the info which is to be overlaid on the monitoring image. The config steps are shown as follows:

Step 1

S e | eSetting iCamera>Video>Ov er | a yhoe asnyds ttem wi | | di spl

ay the
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Step 2
It is to configure video overlay info according to actual needs. The config interface is shown from Figure
4-17 to Figure 4-24. Refer to Table 4-9 for more details.

weo | s | ovew | oco | e

Channel PanoramaCameE

» Channel Title © Enable (7) Disable

» Time Title Input Channel Title:

» Text Overlay ‘ IPC ‘
» Font Text Align

» Picture Overlay Right El
» Abnormal

Default l | Refresh | | Save I

Figure 4-17
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Video | Snapshot | Overlay | RO | Path

Channel Panorama CameE]
» Channel Title © Enable () Disable
» Time Title [7] week Display
» Text Overlay
» Font

» Picture Overlay

» Abnormal
Defaut || Reesn || sae |
Figure 4-18
wio | swpset | oy | e | e
Channel Detail Camera B

» Channel Title © Enable (O Disable

» Time Title [7] Week Display

» OSD info

» Font

» Picture Overlay

Default | | Refresh ] | Save |

Figure 4-19
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Video I Snapshot I Overlay I ROI I Path _

Channel Detail Camera E'

» Channel Title Preset @ Enable () Disable

» Time Title

Temperature () Enable @ Disable

» Font

Coordinates ) Enable @ Disable
» Picture Overlay

Zoom (") Enable @ Disable
North © Enable ©) Disable | @
Pattern @ Enable (O Disable
TextOverlay () Enable @ Disable
Input Text:

N @ =n @

> O ®
Y o=@

Speed(5s  [v] Right =

i Default | | Refresh ‘ i Save |
Figure 4-20
weo | swwe | oveny | ono | e
» Privacy Masking Color v
» Channel Title Font Size
» Time Title Self-adaptation E]
» OSD info

» Picture Overlay

» Custom Overlay
» Abnormal

WIAANAWAAANWIY
cecceeee

IF PTZ Camara

Default l | Refresh | | Save I

Figure 4-21
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Video | Snapshot | Overlay | ROI | Path

» Privacy Masking () Enable © Disable
» Channel Title Picture Preview:

» Time Title

» 0SD info

» Font Attribute

» Picture Overlay

» Custom Overlay
» Abnormal

WOAAWMWIAAANMAY

ecceeeee Upload Picture

Requirement for picture upload

1. Max size is 16k.

2. Max resolution is 128x128 pixels.
3. 256 colors, bmp format.

Default l | Refresh I | Save I
Figure 4-22

wio | st | oveny | w0 | van
» Privacy Masking (") Enable @ Disable
» Channel Title Enter Custom OSD
» Time Title +
» OSD info Text Align
» Font Attribute Right E

» Picture Overlay

» Custom Overlay

» Abnormal

VEAANMWAAAAANWAY
geceeeee

PT

Default | | Refresh | | Save |

Figure 4-23

Setting 52



Video I Snapshot I Overlay I ROl I Path _

» Privacy Masking () Enable © Disable

» Channel Title

e —

2019-03-04'17.12:59

» OSD info
» Font Attribute
» Picture Overlay

» Custom Overlay

WA
egcoeaee

— . T

| oeaut || Remesn || sae |
Figure 4-24
Parameter Description
Privacy Masking | » Click fAiDrawdo to draw priva
area.
., Click fADeletedo to delete co
., Click #ACI e atheprivacpmasklamasr al
., Set iPrivacy Ma s k SNo, clic
corresponding privacy mask
SNO.
Channel Title s Che_ck ﬁ.EnabI_ec‘) to displa~y
monitoring window; check AD

You can use the mouse to drag the channel tile to adjust
the position of channel title.

Click T behind the Input Channel Title box, and a new
input box will be displayed.

Time Title C'heck ﬁ~En_abIe() \to display' t
window; checkin Di sabl eo not to dis
You can drag ATi methePositidn efdimeb
title.

Check @AaDisplay Weeko to di
title.
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0OSD Info ., Check t he correspondiandgit will
display preset, temperature, PTZ coordinates, zoom, north
and text overlay in the video monitoring window; check
corresponding fADisabl e Abut
Click ASet Northo to set th
You can adjust preset, temperature, PTZ coordinates,
zoom,northand text overlay via
Alignment include align left and align right.

., Click ™ once, and a new input text box will be increased.

Font Attribute ., Click the Color drop-down _dialog_ box, and then you can
select color for content you input in the Input Text box on
the OSD info interface.
Click the Font Size drop-down box, and you can set font
size for the content you input in the Input Text box on the
OSD info interface.

Note

The content you input will be displayed on the screen.

You can enable this function to display overlay picture.

Click disable to turn it off.

Click Upload Picture to overlay local picture into monitoring

window. You can drag the yellow box to move it.

Note

You cannot enable OSD info and picture overlay at the same

time.

Enable the Custom Overlay, drag the yellow box to the
position where you want texts displayed over the video. Enter
information into the Enter Custom OSD box, click Save, and
then the information you entered will be displayed.

Picture Overlay

B

Custom Overlay

Abnormal It is to set if it will display abnormity in the monitoring picture.

Table 4-9

Step 3
Click Save to finish configuration.

4.1.2.4 ROI

Note

Some devices do not support ROI.

You can set the key monitoring area as the ROI and set image quality upon the area. The config steps are
shown as follows.

Step 1
Sel eSetingAi Camera > Video > ROl 0.
The system will display the iFugured26.ace of AROI 0, whi
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Video | Snapshot | Overlay | ROI | Path _

@ Enable () Disable

Image Quality 6 E]

2018-07-19 100710

Figure 4-25

Step 2

Select Enable to enable ROI function.

Step 3

Press the left mouse button and draw area on the monitoring image. It can set max 4 areas.
Click Delete or press right mouse button to delete corresponding area.
Click Remove all to remove all the areas.

Step 4

Set the image quality of the corresponding ROI.

Step 5

Click Save to finish configuration.

4.1.2.5 Path

The storage path is activated with snapshot and record in the live interface, which can set the storage path
of monitoring snapshot and monitoring record respectively.
The storage path is activated with snapshot, download and clip in the playback interface, which can set
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the storage path of playback snapshot, record download and playback clip respectively.

Step 1
Sel eSetingA Camera > Video > Patho.
The system wil |l di splay the int erFigaecde26.0f ASt orage F
Video I Snapshot I Overlay I ROI I Path -

Live Snapshot

Playback Snapshot

Playback Download

Default H Save ‘
Figure 4-26

Step 2

Set the corresponding storage path.

The default live snapshot path: C:\Users\admin\WEBDownload\LiveSnapshot.

The default live record path: C:\Users\admin\WEBDownload\LiveRecord.

The default playback snapshot path: C:\Users\admin\WEBDownload\PlaybackSnapshot.
The default playback download path: C:\Users\admin\WEBDownload\PlaybackRecord.

., The default playback clip path: C:\Users\admin\WEBDownload\VideoClips.

Note

Admin is locally logged in PC account.

Step 3

Click Save to finish configuration.

B
B
B

B

4.1.3 Audio

Note

Some model s domdubctiomsupport audi

It is to set the audio parameters of the device. The config steps are shown as follows:
Step 1

Sel eSetingA Camera > Audi o00.

The system will display the interface of Audio, which is shown in Figure 4-27.
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Encode
Main Stream
Enable
Encode Mode GT1A E
Sampling Frequency 8000 E
Sub Stream
Enable Sub Stream =]
Encode Mode G.T1A E
Sampling Frequency (8000 E
Attribute
Audioln Type Lineln (=]
MNoise Filter Disable E
Microphone Volume [=] U 50
Speaker Volume =] D 50
Default ‘ | Refresh ‘ | Save ‘

Figure 4-27
Step 2
Please configure info of each parameter according to the actual needs, refer to Table 4-10 for more details.
Parameter Description
Audio enable Select the audio channel number which needs to be enabled:
the stream is A/V composite stream; otherwise it only contains
video only.
Note

Audio can be enabled only when video is enabled.

Encode mode Select the encode mode from the drop-down list.
The default is G.711A.
Note

The audio encode mode which is set here can make both audio
stream and bidirectional talk valid at the same time.
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Step 3

Sampling

The sampling frequency can be 8K, 16K, 32K, 48K, and 64K.

Reduction Level)

frequency the Default value is 16K.

Audio in type It is to set audio input type, it is Lineln by default.

Noise filter It is to set if it is to enable noise filter function, it is enabled by
default.

NR (Noise | Adjust the noise reduction level. It ranges from 1 to 100.

Note
The parameter takes effect when Noise Filter is enabled.

Microphone
volume

It is to adjust the volume of the microphone; the value range is
from O to 100.

Note
The function is only supported by some models.

Speaker volume

It is to adjust the volume of the speaker; the value range is from
0 to 100.

Note
The function is only supported by some models.

Table 4-10

Click Save to finish configuration.

4.2 Network

4.2.1 TCP/IIP

You need to configure the IP address and DNS server of the intelligent speed dome, make sure it can be
mutually connected to other devices in the networking.

Note

B

parameters.

B

Step 1

Sel eSetingf Net wor k > TCP/ 1 PO.
system di splays the i nowreimFgare4280f ATCP/ I

The

Please confirm the intelligent speed dome has connected to network correctly before setting network

Please distribute IP address of the same network segment if there is no router in the network.
It needs to set corresponding gateway and subnet mask if there is no router in the network.

Po,
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Host Name IPDome
Ethemnet Card Wire(Default) E| Set as Default C...
Modsa @ Static DHCP
MAC Address
IP Version IPvd B3
IP Address
Subnet Mask
Default Gateway
Preferred DNS
Alternate DNS
7| Enable ARP/Ping to set IP address service
Default | | Refresh ‘ | Save
Figure 4-28
Step 2
Configure TCP/IP parameter, refer to Table 4-11.
Parameter Description
Host Name You can set host name with numbers, letters, Chinese

characters, or symbols.

Ethernet Card

Please select the Ethernet port. Default is wired.

Please note you can modify the default Ethernet card if there is
more than one card. .

Please note the device needs to reboot to activate the new
settings once you modify the default settings.

Mode There are two modes: static mode and the DHCP mode. Select
DHCP mode, it auto searches IP, and you cannot set IP/subnet
mask/gateway. Select static mode, you must manually set
IP/subnet mask/gateway.

Mac Address It is to display device Mac address.

IP Version It is to select IP version. IPV4 or IPV6.

You can access the IP address of these two versions.
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IP Address

Please use the keyboard to input the corresponding number to
modify the IP address and then set the corresponding subnet
mask and the default gateway.

Subnet mask

It has to set according to the actual situation, the prefix of
subnet is number, input from 1 to 255, the prefix of subnet
identifies a specific network link, and usually it includes a
layering structure.

Default gateway

Make sure it has to be in the same | Note
segment with IP address according to | ¢ inputs 128 bit for IP
the actual situation. address, default

Preferred DNS

gateway, preferred

DNS server IP address. DNS, alternate DNS

Alternate DNS

Alternate IP address of DNS server. of IPv6 version, it
canobt be nu

Enable
ARP/Ping to set
device IP

address service.

Check, you can use ARP/Ping command to modify or set the
device IP address if you know the device MAC address.

When it is enabled by default, ping packet can set device IP via
specific length within 2 minutes during device reboot, the
service is off 2 minutes later, the service will be closed
immediately after setting IP successfully. Ping packet can 6 t
IP if it is not enabled.

Step 3

Table 4-11

Click Save to finish configuration.
An example of setting device IP via ARP/Ping

Step 1

Get an unoccupied IP address, and make sure the device and PC are in the same LAN.

Step 2

Get the physical address of the device from the label.

Step 3

Input the following commands in the PC.

Parameter Description

Arp -s <IP Address> <MAC>

Ping -l 480 -t <IP Address >

Windows syntax Example:

Arp -s 192.168.0.125 11-40-8c-18-10-11
Ping -1 480 -t 192.168.0.125

UNIX/Linux/Mac
syntax

Arp -s <IP Address> <MAC>
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Parameter Description

Ping -s 480 <IP Address >

Example:

Arp -s 192.168.0.125 11-40-8c-18-10-11
Ping -s 480 192.168.0.125

netsh i i show in

netsh -c Ai 10 add neighbors I dx
ping -I 480 -t <IP Address >
Win7 syntax Example:
netsh i i show in
netsh -c Ai 10 add nei ghA®Cc-$8-10-1 2
ping -1 480 -t 192.168.0.125
Table 4-12

Step 4

Power off and reboot the device or reboot the device via network.

Step 5

Check the similar info |ike AReply from 192.168.

successfully; you can close the command line.
Step 6

Open the browser and then input http://<IP address>. Click the Enter button, you can access now.

4.2.2 Port

You can configure max connection ports and each port value on this interface.

Step 1
Select Setting > Network > Port > Port.
The Port interface is displayed. See Figure 4-29.
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Port

Max Connection 10 (1~20)

TCP Port T (1025~65534)

UDP Port 37778 (1025~65534)

HTTP Port 80

RTSP Port 554

RTMP Port 1935 (1025~65534)

HTTPS Port 443

Default | | Refresh | | Save
Figure 4-29
Step 2
Configure each port value. For details, refer to Table 4-13.

Parameter | Description
Max The value ranges from 1 to 20. The max. connection is 10 by default
Connection 9 ' : y )

The value ranges from 1025 to 65534. The value is 37777 by default. You can
TCP Port ;

enter the actual port number if necessary.

The value ranges from 1025 to 65534. The value is 37778 by default. You can
UDP Port .

enter the actual port number if necessary.

The value ranges from 1025 to 65524. The value is 80 by default. You can enter
HTTP Port .

the actual port number if necessary.
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. The value is 554 by default. You can use Safari, BlackBerry, QuickTime or
VLC to play real-time monitoring video.
Real-time monitoring video URL format: When requesting real-time RTSP
streaming media service, specify channel number and bit stream type in
URL. You might need to provide username and password if authentication
is needed.
If using BlackBerry, you need to set encoding mode to H.264B, resolution
to CIF, and disable audio.

URL format is:
rtsp://username:password@ip:port/cam/realmonitor?channel=1&subtype=0

username: your username, such as admin.
password: your password, such as admin.
RTSP Port )

. IP:your device IP.

. port: port number. It is 554 by default.

. channel: channel number starting from 1. For example, if you use channel

2, then channel=2.

. Subtype: stream type. 0 is for main stream (subtype=0); 1 is for sub stream
(subtype=1). For example, if you want to request the sub stream from
channel 2 of the device, you can use the following URL:
rtsp://admin:admin@192.168.1.123:554/cam/realmonitor?channel=2&subty
pe=1
If there is no authentication, you do not need to specify username and
password, and you can use the following URL.:
rtsp://ip:port/cam/realmonitor?channel=2&subtype=1

RTMP is a TCP-based protocol which maintains persistent connections and
allows low-latency communication. It is 1935 by default.

Note

RTMP Port - . . - . . .

After enabling this function, audio and video data will be pushed to third party
server. Make sure that the address can be trusted; otherwise there might be
data leakage risks.

HTTPs It is HTTPs communication port. The value ranges from 1025 to 65534 and it is
Port 443 by default.

Note

Table 4-13

After modifying the parameters (except Max Connection), you need to restart the device to make the
changes come into effect.

Step 3

Click Save to finish configuration.
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4.2.3 PPPoE

It can set up network connection via enabling PPPoE (Point-to-Point Protocol over Ethernet) dial mode;
the device will acquire a dynamic IP address of WAN. Please gain the PPPoE username and password
provided by ISP (Internet service provider).

Step 1
Sel eSetingf Net wor k > PPPoOEO.
The system wil|l di splay the i nFigued-20ce of APPPOEOG, v
[ Enable
Usemame none
Password
Default | ‘ Refresh ‘ | Save
Figure 4-30
Step 2
Check Enable and input PPPOE username and password.
Step 3

Click Save to finish configuration.
The system will prompt that it has been successfully saved and real-time display the acquired IP address
of WAN, which is shown in Figure 4-31, users can visit the device via the IP address.

[77  Enable
Username hzhz01902107
Password seccse

IP Address

l Default H Refresh H Save

Figure 4-31

4.2.4 DDNS

DDNS (Dynamic Domain Name Server) can be used to update the relationship between domain name on
the DNS server and IP address dynamically in the situation where the device IP address changes
frequently, which is to guarantee the users to visit device via domain name.

Note
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The third-party server might collect the information of you device if DDNS is enabled.
Users can check info of all the connected devices after they successfully registered in DDNS website
and logged in.

Step 1
Sel eSetingf Net wor k. > DDNSO
The system will di splay the i nFfgeg43dce of ADDNSO, wk
4| Type NO-IP DDNS E.ﬁﬂer enabling DDONS function, third-party server may collect your device info.
Address
Domain Name none
Usemame none
Password sene
Interval 1440 Min.(1440~2880)
Default | | Refresh ‘ ‘ Save
Figure 4-32
Step 2
Check AServer Typeo and configure relevant paramet e
Parameter Description
Server Type DDNS server IP address.
CN99DDNS
Server Address
Server address: www.3322.0rg
NO-IPDDNS
Server address: dynupdate.no-ip.com
DyndnsDDNS
Server address: members.dyndns.org
DomainName (It i s AMAQckadahses®mo by def au
manual mode, users can set prefix by themselves.
Test It is to test if the domain name is available. The parameter
appears only when selecting A
Username Input the username and password which are acquired from
DDNS server provider. The users need to register account on the
Password website of DDNS server provider (including username and
password)
Interval After the designated DDNS is updated and enabled, it will launch
the interval of update requirement regularly, the unit is minute.
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Table 4-14

1. After filling in the interface, click ATesto to c
it is successful, please continue to 2, if not, please check if the domain name info is correct and clear
browser cache.

2. Click Save.

3. Input complete domain name in the PC browser and press enter.

It means successful config if it can display the device WEB interface; it means config failure if it fails to
display the interface, please configure again.

4.2.5 SMTP (Email)

Note

After enabling SMPT, the device data can be sent to the server that you set. There might be security risks.
Be careful to enable it.

After enabling this function, emails will be sent to the server of the receiver immediately via SMPT server
when there is alarm, video detection and abnormity. The receiver can receive the email when logging in to
the server.

Step 1

Select Setting > Network > SMPT.

SMPT (Email) interface is displayed. See Figure 4-33.
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SMTP Server none
Port 25
| Anonymity
Username anonymity
Password XYY}
Sender none
Authentication TLS(Recommended) |~
Title Message [v] Attachment
Mail Receiver L
[T Health Mail Update Period s(1~3600)
I Default l I Refresh , l Save
Figure 4-33
Step 2
Configure each parameter as needed.
Parameter Description
SMTP Server The IP address of the server sending emails through SMTP protocol.
Port The port r_1umber of the server sending emails through SMTP
protocol. It is 25 by default.
For the server supports anonymity function, you can auto login in
Anonymity anonymously. You do not need to enter the username, password and
sender information.
Username The username of the sender email account.
Password The password of sender email account.
Sender Sender email address.
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Parameter

Description

You can select SSL, TLS or None for the encryption mode.

Authentication Note

It is recommended to select TLS; otherwise there might be risks.
Title Email title, and it can be customized.
Attachment If you select the check box, email of snapshots will be sent.

Mail Receiver

Enter receiver email address. Max three addresses.

Health Mail

You can use Health Mail to check if the email setting is correct by
sending testing emails. After enabling this function and setting update
period, testing emails will be sent at the intervals you set.

Update Period

The update period ranges from 0 to 3600 seconds. 0 means there is
no interval.

Note

Emails will not be sent immediately when the alarm is triggered if you
have set update period. When the alarm, motion detection or
abnormal event activate the email, system sends out the emalil
according to the period you specify here. This function is useful when
there are too many emails activated by the abnormity events, which
may result in heavy load for the email server.

Test

The system will automatically send out an email once to test whether
the connection is OK. Before the emalil test, save the email settings
information.

4.2.6 UPnP

Note

After enabling UPnP, Intranet service and port of the device will be mapped to Extranet. Be careful to

enable it.

UPNP allows you to establish the mapping relationship between Intranet and Extranet. Extranet users can
access Intranet device by visiting Extranet IP address. Intranet port is device port and Extranet port is
router port. Users can access the device by accessing Extranet port. When you are not using routers for

Table 4-15

UPnNP, disable UPNnP to avoid affecting other functions.

In Windows XP or Windows Vista, after UPnP is enabled, the device can be auto searched by Windows

network. Follow the steps below to add UPnP network service in the Windows system.

Step 1

Open Control Panel, and select Add or Remove Programs.

Step 2

Click Add/Remove Windows Components.

Step 3
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Select Network Service from the Windows Components Wizard and click Details button.

Step 4

Select Internet Gateway Device Discovery and Control Client and UPnP User Interface, and then
click OK to begin installation.

The operation steps of UPnP config is shown as follows:

Step 1

Select Setting > Network > UPnP.

UPNP interface is displayed. See Figure 4-34.

UPnP

I

[C] Enable Mode Custom E| Router State Mapping Failed
Start deviceDiscover

Port Mapping List

Service Name Protocol Internal Port External Port Status Modify
HTTP WebService:TCP 80 8080 Mapping Failed ra I
TCP PrivService:TCP 3777 37T Mapping Failed
UDP PrivService:UDP 37778 37778 Mapping Failed
RTSP RTSPService: TCP 554 554 Mapping Failed
Defaut || Refiesn || Save |
Figure 4-34
Step 2
Select Enable check box.
Step 3

Select mode from drop-down list.

There are two mapping modes for UPnP: Custom and Default. In Custom mode, users can modify
external port; as for Default mode, it completes port mapping automatically without occupying the port,
andusers donét need to modify mapping.

Step 4

Click Save to finish configuration.

4.2.7 SNMP

The SNMP (Simple Network Management Protocol) provides framework of bottom-layer network
management for network management system. It can control SNMP function in the network service setting.
It can gain the relevant config info after connecting to device via relevant software tool. It heeds to satisfy
the following conditions if it is to use SNMP function:

Install SNMP device monitoring and management tool, such as MIB Builder and MG-SOFT MIB
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Browser.
Get two MIB documents which are corresponding to the current version from technical personnel.

5

Step 1

Sel eSetingf Net wor k > UPNnPO.

The system wil |l di spl ay t he i nFigere 438 andFigure 4-36SNMP O, wh
Version ] wl [ w2 [l w3 (Recommen...
SNMP Port 161 (1~65535)
Read Community

Write Community

Trap Address
Trap Port 162
7] Keep Alive
Default | | Refresh | | Save
Figure 4-35
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Step 2

Version vl
SNMP Port 161
Read Community

Write Community
Trap Address

Trap Port 162

[ Keep Alive

Read-only Username | public

Authentication Type @ MD5
Authentication Pass...
Encryption Type @ CBC-DES

Encryption Password

Read&write Usema... | private
Authentication Type @ MD5

Authentication Pass.

v2 v3 (Recommen. ..

(1~65535)

- SHA

The minimum pass phrase length is & characters

The minimum pass phrase length is & characters

SHA

The minimum pass phrase length is & characters

Encryption Type @ CBC-DES
Encryption Password The minimum pass phrase length is & characters
Default ‘ ‘ Refresh | ‘ Save
Figure 4-36

Configure info of each parameter according to the actual needs.
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Parameter

Description

SNMP Version Check SNMP v1, device can only process V1 info.
Note
If you select vl and click Save, the promp
may has risk. Are yousuretoenabl e now?0 wi
Check SNMP v2, device can only process v2 info.
Note
If you select v2 and click Save, the promp
may has risk. Are you sure
Check SNMP v1 and v2, device can process vl and v2
info.
If you select vl and v2 and click Save, t he pr o1
Vi, V2 may has ri sk. Ar e y
pop up.
Check SNMP v3, can set username, password and
encryption method. Server calibrate corresponding
username, password and encryption method too access
device and v1/v2 are unavailable.

SNMP port The listening port of the proxy program of the device. It is a

UDP port not a TCP port. The value ranges from 1 to 65535.
The default value is 161
Community It is a string, as command between management and proxy, ,

defining a proxy, and a man

Read community

Read-only access to all SNMP targets, default is public.
Note
Only number, letter, , and i supported.

Write community

Read/write access to all SNMP targets, default is private.
Note
Only number, letter, , and i supported.

Trap address

The destination address of the Trap information from the proxy
program of the device.

Trap SNMP trap is a proxy message sent to admin as important
event notice or status change.

Trap Port gggt?);\./hlch send Trap message, default is 162, range 1 to

Read-only Bgiiult is public.

Username Name only can be number, letter and underline.

Read/Write Bgizult is private.

Username Name only can be number, letter and underline.

Authentication You may select MD5 or SHA, default is MD5.
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Parameter Description

Authentication Password not less than 8 characters.
Password

Encryption Default is CBC-DES.

Encryption Password not less than 8 characters.
Password

Table 4-16

Step 3
Click Save to finish configuration.

4.2.8 Bonjour

Bonjour, known as zero config networking, can auto discover the PC, device and service on the IP network.
Bonjour uses the IP protocol with industrial standard to allow the device to discover each other
automatically without inputting IP address or configuring DNS server.

After Bonjour function is enabled, the network cameras will be auto detected in the operating system and
client which support Bonjour. When the network camera is auto detected by Bonjour, it will display the

AiServer Nameo which is configured by users.
Step 1
Sel eSetingf Net wor k > Bonjour 0.
The system will di splay the i nfFigure4-8ce of HABonjour 0,

v| Enable

Server Name 3D02ESBPANCOOSY

| Default | | Refresh | | Save
Figure 4-37

Step 2
Check Enable to set server name.
Step 3

Click Save to complete PPPoE config.

In the operating system and client which support Bonjour, it can visit network camera WEN interface via
Safari browser, the steps are as follows:

Step 1

Click Safari browser Display All Bookmarks.

Step 2
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Open Bonjour, and it can auto detect the network camera which enables Bonjour function in the LAN.
Step 3
Click it to visit corresponding WEB page.

4.2.9 Multicast

Preview video image via network device visit, it will fail to preview video image if it exceeds the visit upper
limit of the device, at this moment you can solve the problem by adopting multicast protocol visit via
setting multicast IP to the device. Two multicast protocols are supported: RTP and TS.

4.2.9.1RTP

Step 1
S e | €Setting ¥ Network > Multicast > RTPO .
The system will display the interface of RTP, which is shown in Figure 4-38.

e [
Main Stream Sub Stream
7| Enable 7| Enable Sub Stream 1 B2

Multicast Address 224 1 . 2 . 4 Multicast Address 224, 1 . 2 . 4

(224.0.0.0~239 255 255 255)

(224.0.0.0~239.255 255 255)

Port 40000 (1025~65500) Port 40016 (1025~65500)

Default | | Refresh ‘ | Save |

Figure 4-38

Step 2

Check Enable to enable main stream or sub stream multicast, and select the sub stream from the drop-
down list if you enable sub stream multicast.

Step 3

Input multicast address and port.

Step 4

Click Save to finish configuration.

4.292TS

Step 1

S el e c tng AiNewvork > Multicast> T S0 .
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re s I O

Main Stream Sub Stream
] Enable [] Enable Sub Stream 1
Multicast Address 2241 . 2 . 3 Multicast Address 24. 1. 2. 3
(224.0.0.0~239.255.255.255) (224.0.0.0~239.255.255.255)
Port 20000 (1025~65500) Port 20016 (1025~65500)
Default | | Refresh | | Save ‘
Figure 4-39

Step 2

Check Enable to enable main stream or sub stream multicast, and select the sub stream from the drop-
down list if you enable sub stream multicast.

Step 3

Input multicast address and port.

Step 4

Click Save to finish configuration.

4.2.10 802.1x

802.1x (port based network access control protocol) supports manual selection of authentication method
to control if device connected to LAN can join the LAN. It well supports authentication, charging, safety
and management requirement of network.

Step 1

Sel eSetingA Net wor k > 802. 1x0.

The system will display the interface of 802.1x, which is shown in Figure 4-40.

Enable
Authentication PEAP v
Username IPDome
Password
| Default | | Refresh | | Save
Figure 4-40
Step 2
Check Enable to enable 802.1x.
Step 3
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Select authentication mode, set username and password.
Please refer to Table 4-17 for detailed information.

Parameter Description

Authentication | PEAP (protected EAP protocol).

Username It needs the username to login, which is authenticated by the
server.
Password Please input password here.
Table 4-17

Step 4
Click Save to finish configuration.

4.2.11 QoS

QoS (Quality of Service) is network security mechanism. It is a technology to fix the network delay and
jam problem and etc. For the network service, the quality of service includes the transmission bandwidth,
delay, the packet loss and etc. We can guarantee the transmission bandwidth, lower the delay, and reduce
the loss of the data packet and anti-dither to enhance the quality.

We can set the DSCP (Differentiated Services Code Point) of the IP to distinguish the data packet so that
the router or the hub can provide different services for various data packets. It can select the different
gueues according to the priority (64 different priority levels) of the packets and select the bandwidth of the
each queue. Level 0 is the lowest, and level 63 is the highest. It can also discard at the different ratio when
the broad bandwidth is jam.

Step 1

Select fBetting> Net wor k > Qo0So.

The system will display the interface of QoS, which is shown in Figure 4-41.

Realtime Monitor 0 (0~63)

Command 0 (0~63)

Open the WMM
Default ‘ ‘ Refresh | | Save
Figure 4-41

Step 2
Set real-time monitor and operation command.
Please refer to the following sheet for detailed information.
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Parameter Description

Realtime Data packet of network video monitoring, the value ranges from
monitor 0 to 63.

Command Configure or inquire non-monitoring data packet for the device,

the value ranges from 0 to 63.

Step 3

Table 4-18

Click Save to finish configuration.

4.2.12 4G

4.2.12.1 Dialing Setting

Log in to web interface, select Setting > Network > 4G > Dialing Setting and finish configuration
according to the following steps.

Camera

Network
> TCPIP
Port
PPPoE
DDNS
SMTP{Email)
UPnP
SNMP
Bonjour
Multicast
802.1x

>
>
>
>
>
>
>
>
>
>

o
I

> Access Platform
[ r4
Event
Storage
]
Information

Note

Dialing Setting Mobile Settings
Wireless Met Type Auto v Enable
APN
Authorize Mode Y

Dial-up Number

Usermname

Password

Interval 30 5
Time Range

SIM State

Network Support

Wireless Network State
IP Address

Wireless Signal

China Telecom China Mobile China Unicom

Default | | Reifresh

Save

Figure 4-42
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Some devices only support certain mobile carriers, and only the carriers supported are displayed in
Network Support.

Step 1
Select Enable check box.
Step 2

Enter APN, Authorize Mode, Dial-up Number, Username, and Password according to the SIM card
inserted.

Note

These parameters might vary by countries. Contact local carrier or customer service for details.
Step 3

Set the period to use 4G. See Figure 4-43.

Note

If the current time is in the period you set, 4G network connection will be enabled. The IP address of
the SIM card will be displayed in IP Address. And you can access the device through 4G after
finishing the rest steps.

If the current time is not in the period you set, 4G network connection will not be enabled. Only the
corresponding Wireless Signal is displayed on the interface. And you cannot access the device
through 4G.

Period [X]

1Al +| Sun || Mon || Tue || Wed ] Thu [J Fri [] Sat
¥ Period | 00 : D0 : 00 |-| 23: 59 : 59 |
[ IPeriod2 | 00: 00 : 00 |-| 23: 59 : 59 |
[ IPeriod3 | 00: 00: 00 |-| 23: 59: 59 |
[IPeriodd | 00: 00: 00 |-| 23: 59 : 53 |
[ Periods | 00: 00: 00 |-| 23: 59 : 59 |
[ IPeriods | 00 : 00 : 00 |-| 23: 59 : 59 |
l Save ‘ l Cancel ‘
Figure 4-43
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Step 4

Set the interval to enable 4G through message or phone call if you want to use 4G outside the period set
in Step 3.

Note

The value range is 07 7200 s and it is 30 s by default. If the interval is 30 s, after activating 4G, you can
use it for 30 s. After 30 s, you need to activate 4G again. If you set the interval to 0 s, you can use 4G
without disconnection and you do not need to activate it again. For the method to activate 4G through
message or phone call, see "4.2.12.2 Mobile Setting."

Step 5

Click Save to finish configuration.

4.2.12.2 Mobile Setting

Log in to web interface, select Setting > Network > 4G > Mobile Settings, and then finish configuration
according to the following steps.

You can add the phone number to receive alarms. You also can add phone number used to activate 4G
through message or phone call if you want to use 4G outside the period set in Step 3 of "4.2.12.1 Dialing
Setting.” See Figure 4-44.

Camera Dialing Setting | Mobile Settings

Network

> TCPIP Message Send Message Activation Phone Activation

> Port Receiver + Sender + Caller

> PPPOE o ——— - FR— = e e =
> DDNS

The phone The phone The phone

number used to number used to number used to

> UPnP receive alarm send activation make activation
message message call

> SMTP(Email)

> SNMP
> Bonjour
> Multicast Title Event Message

> 802.1x

> QoS

> Access Platiorm

s I

Reiresh | | Save

Event

Storage

system
Information

Figure 4-44

Message Send: When alarm is triggered, the phone number added will receive message.

Message Activation: You can enable 4G through message outside the period you set to use 4G. You
need to send "ON" or "OFF" to phone number of the SIM card in the device. "ON" indicates and
"OFF" indicates disabling.
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Phone Activation: You can enable 4G through phone calls outside the period you set to use 4G. You
need to call the phone number of the SIM card in the device. If the call gets through, it means 4G has
been enabled.

5

Note

Make sure that your SIM card supports making phone calls and sending messages, and it can be
used normally.

5

. Make sure that you use activation function outside the time range you set; otherwise it does not work.
Step 1
Select the check box of the service you need to enable. You can select one or more services.

Step 2

Enter the phone number and click - " to add it.

Step 3

Click Save.

Step 4

Select Message Link check box on the interface of the event for which you want to receive message.

Take Face Detection for example. Click Setting > Event > Face Detection and select Message Link
check box.

Face Detection

Enable

> Video Detection

> Smart Motion Detection
> Audio Detection

> Smart Plan

> Deep IVS

> Alarm

> Abnormality

Storage
System

0sD

Period

Face Enhancement

Record
Record Delay
Relay-out
Alarm Delay
Send Email
PTZ

«| Message Link

Clear

10 5 (10~300)

10 s (10~300)

Information DetctRegon|_Drav | </ Snapshot
Exclude Re. Snap Face Image One-inch photo ¥
Snap Mode Optimized Snag ¥
Target filter (® MaxSize 8191 * 8191 Draw Target 2 P £
| Attribute
MinSize 0 *0 Clear @
Pixel Counter 0 20 Draw Target | Default “ Reiresh ” Save |
Figure 4-45

Step 5

Click Save on the interface of the corresponding event. And you will receive message if the alarm is
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triggered.

4.2.12.3 Enable P2P (Optional)

Step 1
Click Setting > Network > Access Platform > P2P. The P2P interface is displayed. See Figure 4-46.

Camera P2pP

> TCPAP ] Enable

> Fot Status
> PPPOE

SN
> DDNS

> SNTPEMail)

QR Code

> UPnP

> SNMP

> Bonjour

> Mulicast
> 8021x
> QoS

> 4G
P12
Event
Storage

System

Information

Figure 4-46
Step 2
Install iDMSS Plus (i0S) or gDMSS Plus (Android).
Step 3

Scan the QR code on P2P interface to add the device.

If successful, you can see the real-time monitoring image on your mobile device. See Figure 4-47.
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Figure 4-47
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4.2.13 Access Platform

4.2.13.1 P2P

P2P is a private network traversal technology which enables user to manage devices easily without
requiring DDNS, port mapping or transit server. Scan the QR code with your smart phone, and then you
can add and manage more devices on your mobile client.

Step 1

Select Setting > Network > Access Platform > P2P.

The P2P interface will be displayed.

/] Enable

After enabling the function and connecting Internet, we will collect device information
such as IP address, MAC address, name and serial number. The collected
information is only used for remote access of the device. If you do not agree to

enable the function, please cancel the selection of check box.

Status Offline

SIN = =

QR Code Eﬂ@
Cjaets

| Default | l Refresh ‘ | Save

Figure 4-48

Note

P2P is enabled by default. You can manage the devices remotely.

When P2P is enabled and the device is connected to network, the status is displayed as Online. We
might collect the information including IP address, MAC address, device name, and serial number.
The information collected is for remote access only. If you not agree with this, you can clear Enable
check box.
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Step 2

Log in to mobile phone client and tap Device Management.
Step 3

Tap Add + at the upper-right corner.

Step 4

Scan the QR code on the P2P interface.

Step 5

Follow the instructions to finish settings.

4.2.13.2 ONVIF

The ONVIF authentication is On by default, which allows the network video products (including video
recording device and other recording devices) from other manufacturers to connect to your device.

Note

ONVIF is enabled by default.

Step 1

Select ASeotknyg AcdNessw Platform > ONVIFO.

The system will display the interface of ONVIF.

Authentication e On Off
[ Default I l Refresh 1 l Save |
Figure 4-49
Step 2
Select ON at Authentication.
Step 3

Click Save to finish configuration.
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4.3 PTZ Setting

4.3.1 Protocol

4.3.1.1 Network PTZ

Step 1
Sel eSetingh PTZ Setting > Protocol > Network PTZOo.
The system will display the interface of Network PTZ, which is shown in Figure 4-50.

vevworkerz | anacoerz |

Protocol DH-5D1 r
‘ Default | | Refresh ‘ | Save |
Figure 4-50
Step 2
Set PTZ protocol.
Step 3

Click Save to finish configuration.

4.3.1.2 Analog PTZ

Step 1
Sel eSettingA PTZ Setting > Protocol > Anal og PTZo.
The system will display the interface of Analog PTZ, which is shown in Figure 4-51.

NeworkPTz | Analog Pz

Address 1
Baud Rate 9600 v
Data Bit 8 v
Stop Bit 1 v
Parity MNone v
Default ‘ | Refresh | ‘ Save
Figure 4-51
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Note

Some model s doigRTZfEnctmomor t ana

Step 2

Configure info of each parameter according to the actual needs; refer to Table 4- for more details.

Parameter Description
Address It is to set corresponding device address.
Note:

Make sure the address is the same as that of the device;
otherwise it will fail to control the device.

Baud Rate It is to select the baud rate used by the device.
Data Bit Itis 8 by default.
Stop Bit Itis 1 by default.
Parity It is none by default.
Table 4-19

Step 3
Click Save to finish configuration.

4.3.2 Function

4.3.2.1 Preset

Preset means the current environment in which the camera is located, users can adjust the PTZ and
camera to the environment quickly via calling preset.

Step 1
Sel e &éttingi>PTZ Setting > Function > Preseto.
The system will di spl amvhichtistslkown imFigere 4£58.ce of HAPreset o
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Function

Delete
T 1 Preset1 | -]
2 Preset2 [} (-]
» Scan
3 Preset3 | =]
» Pattern
» Pan
» PTZ Speed
» Idle Motion
» PowerUp
+ Add “ & Refresh “ il Remove All
» PTZ Limit
» Time Task
» Intelligence
» PTZ Restart
» Default
Speed |5 v
Figure 4-52

Step 2

In the lower left corner of the config interface, click direction button, @ and @ to adjust PTZ direction,

zoom, focus and iris size, adjust the camera to a proper monitoring location.

Step 3

Click AAddo. It wi || add the |l ocation as preset
Step 4

Click & to save the preset.

Step 5

Implement relevant operation upon the preset.
Double-c | i ck fAPreset tlétobedisplajyedon the rdonitoring scraea fortthe preset.
Click @ to delete the preset.

, Click AClearo to remove all the preset.
4.3.2.2 Tour

Tour can realize auto movement according to the set preset.

Note

It needs to set several presets in advance.

Step 1
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Sel eSetingfh PTZ Setting > Function > Tour 0.

The system will di s p]|whighiststoenin Fgure4-58.ace of A Tour o
Function

L Tour Mode Se... | Original Path =]

= \ 20083 1813 Tue

. ’Scan Tour No. Tour Name Delete
» Pattern
» Pan
» PTZ Speed
» Idle Motion
» PowerUp
» PTZ Limit
» Time Task
» Intelligence \P Start | |+ Add |
» PTZ Restart Rimber Pra<et DlraBon)) Spesd 1D
» Default

\-l- Add HE[ Save ||z Refresh

Figure 4-53

Step 2

Select the tour mode. Original Path and Shortest Path are selectable. It is Original Path by default.
Original Path: Tours in the order you add the presets.

Shortest Path: Starts from the preset with largest horizontal zoom value and vertical zoom value and
all the presets are included.

B

Step 3

Click AAddo which is | ocated on the upper right cor
Step 4

Click AAddd which is |l ocated on the | ower right <cor
Step 5

Implement relevant operation upon the tour.

, Doublecl i ck ATour Nameodo to modify the name of the t

Double-c | iDcukr aiit i ono t o set duration for each preset.
Double-click Speed to adjust the tour speed. The value ranges from 1 to 10, and it is 7 by default. The
larger the value is, the faster it will be.

Step 6

Click AStarto to start tour.

Note

The device will stop tour if PTZ is operated during tour.

B

B
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4.3.2.3 Scan

Scan means the speed dome scanning back and forth within the left and right limit with a certain speed.

Step 1

SelectfBetting> PTZ Setting > Function > Scano.

The system wil|l di splay the i Rguedbdace of AScano, wkt
Step 2

Click Scan No.

Function

» Preset

Scan No. 1 v
207708 3 10:15752 Tue » Tour Speed = 0 5
m} o | P Start || @& Setup |
- Pan | SetLeft Limit ”Set RightLimitl
» PTZ Speed
» Idle Motion
» PowerUp
» PTZ Limit
» Time Task
» Intelligence
» PTZ Restart
» Default
Figure 4-54
Step 3
Drag Speed bar and set scan speed.
Step 4
Click iSettingdb, adj ust the camera direction to make it rea
Step 5
Click ASet Left/Right Limitd to set the |l ocation as
Step 6
Click AStarto to start scan.
Step 7
Click AStopd to stop scan.
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4.3.2.4 Pattern

Pattern can continuously record the operations implemented upon the device, such as pan, tilt, zoom, call

preset and etc. You can directly call the pattern after it is saved completely.

Step 1

Sel eSetingf PTZ Setting > Function > Patterno.
Thesystemwill di spl ay t he i, whiaghisshavnén Figre4dR at t er no

» Preset

Function

Pattern No. i v
» Tour

P Start & Setup
» Scan

» Pan

» PTZ Speed
» Idle Motion

» PowerUp

» PTZ Limit

» Time Task

» Intelligence
» PTZ Restart

» Default

Speed 5 v

Figure 4-55

Step 2

Select Pattern No.

Step 3

Cl i Qeltingh and click AStart Recdb, operate the
Step 4

Click AStop Reomdalingg o compl et e

Step 5

Click AStarto to start pattern.

Step 6

Click AStopd to stop pattern.

4.3.2.5 Pan

Pan means the speed dome rotating continuously 360° horizontally with a certain speed.
Step 1

PTZ

acco
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Sel eSetingHi PTZ Setting > Function > Pano.
The systemwilldi spl ay the interface Figdreddb®ano, which i s shec

RGeS Pan Speed = O 5

» Tour
P Start
» Scan

» Pattern

» PTZ Speed

» |dle Motion

» PowerUp

» PTZ Limit

» Time Task

» Intelligence
» PTZ Restart

» Default

Speed |5 v

Figure 4-56
Step 2
Drag speed bar and set fAPan Speedo
Step 3
Click AStarto to make the PTZ rotate horizontally w
Step 4

Click ASt@amo to stop p

4.3.2.6 PTZ speed

PTZ speed means the rotation speed of the device.

Step 1
S e | €Setting AIPTZ Setting > Function>PTZ Speedod.
The system will di splay the int erglra4e5. of APTZ Speed
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Function

» Preset PTZSpeed () Low (@ Middle () High
» Tour
» Scan

» Pattern

» Pan

» PTZ Speed

» |dle Motion

» PowerUp

» PTZ Limit

» Time Task

» Intelligence
» PTZ Restart

» Default

Speed |5 v

Figure 4-57

Step 2
SelectPPTZspeedq it is fAMiddl ed by default.
The system will make the PTZ rotate with the speed you just set.

4.3.2.7 Idle Motion

Idle motion means the device implementing the behavior which is set in advance when it is not receiving
any valid command within the set time.

Note

It needs to set preset, tour, scan and pattern in advance.

Step 1

Sel eSettingf PTZ Setting > Function > |ldle Motiono.

The system will di s pl ay,whibhas showntireFigfirea4e58. of @Al dl e Mot i
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» Preset

Enable v
& Idle Motion o Preset (I Tour
» Scan Scan Pattern
» Pattern Number 1 : Preset1 ¥
» Pan Idle Time 10 minute(s) (1~60)
» PTZ Speed
» PowerlUp
» PTZ Limit
» Time Task
» Intelligence
» PTZ Restart
» Default
Speed & v
Figure 4-58
Step 2
Sel ect AfEnabl ed to enable idle motion function.
Step 3
Select types of idle motion, which are preset, tour, scan or pattern.
Step 4
Select the number of idle motion.
Step 5
Set the idle time of the selected motion.
Step 6

Click Save to finish configuration.

4.3.2.8 Power Up

It means the motion which is auto operated by the device after it is powered up.

Note

It needs to set preset, tour, scan and pattern in advance.

Step 1

Sel eSetingi PTZ Setti ng > F,whichtsistmwn inFigiReodvb®.r up O
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Function

» Preset

Enable 4
palour PowerUp Preset Tour
» Scan Scan Pattern
» Pattern ® Auto
» PTZ Speed
» Idle Motion
1272 Doniey I 2 » PTZ Limit
» Time Task
» Intelligence
» PTZ Restart
» Default
Speed |5 v
Figure 4-59
Step 2
Select AEnabled to enable PowerUp functions.
Step 3
Select the types of PowerUp; you can select preset, tour, scan, pattern or auto.
Note
The system will i mplement the | acsutt aocftfi owh ebne fsoerl ee cttf
Step 4
Select the number of action type.
Step 5

Click Save to finish configuration.

4.3.2.9 PTZ Limit

PTZ limit function is used to set the movement area of the device, which makes the device move within
area.

Step 1
Sel eSetingi PTZ Setting > Function > PTZ Limitoad.
The system will di s pl aywhichigshownih Eiguied4-60e of APTZ Li mit
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» Preset Enable

» Scan
» Pattern

» Pan
Please enable Coordinates at Overlay function to see PTZ Coordinates on

» PTZ Speed Nden

» Idle Motion

» PowerUp

Speed |5 v
Figure 4-60

Step 2
Select AEnabled to enable PTZ Limit function.
Step 3
Control camera dimgacttimnsetclupgkI| ifirBee.t t
Step 4
Control camera direction; click fASettingodo to set dc
Step 5
Clilkikvdido to previ ew Ilindwhichusmalrehdysee and down
4.3.2.10 Time Task
Time task is to implement relevant movements within the set period.
Note
It needs to set preset, tour, scan and pattern in advance.
Step 1
Sel eSettingf PTZ Setting > Function > Time Tasko.
The system will di s pl ay,whichisshowniné&igufed6le of ATi me Task
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Function

» Preset Enable

» Tour

eean Time Task num 1 Y | ClearAll
» Pattern et
» Pan Time Task action ® Preset Tour
Scan Pattern

» PTZ Speed

action number 1: Preset1 v
» |dle Motion

AutoHome 30 Sec. (5-3600)
» PowerUp

IR T2 Danes 1 » PTZ Limit Period setting

Copy To Task No. 1 v

» PTZ Restart

» Default

Speed |5 v

Figure 4-61
Step 2
Selectl dfieEntadd enable the function of time task.
Step 3
It is to set the number of time task.
Note
Click AClear All o to delete all the time tasks whic
Step 4
Select time take action, you can select preset, tour, scan or pattern.
Step 5
Select action number.
Step 6
Set the time of auto home.
Note

Auto home time means the time it needs to take to auto recover time task when manually calling PTZ and
interrupting time task.

Step 7

Click APeriod Settingodo to set the period of i mpl eme
Step 8

Click ACopyd and select task number, then you can c
Step 9

Click 6Savedo to complete config.
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4.3.2.11 Intelligence

It is to set the tracking duration of the camera. The config steps are shown as follows:

Step 1

Sel e Settingi> PTZ > Function > Intelligencedo and the sys
which is shown in Figure 4-62.

» Preset — Auto Track-
F:Tour Enable

» Scan Duration 10 Sec. (5~300)
» Pattern

» Pan

Save “ Refresh
» PTZ Speed

» |dle Motion
» PowerUp
IF =TZ Do 5 » PTZ Limit
» Time Task

» Intelligence

» PTZ Restart

» Default

Speed |5 d

Figure 4-62

Step 2

Select AEnabled to enable auto tracking function.
Step 3

Input the duration of auto tracking.

Step 4

Click Save to finish configuration.

4.3.2.12 PTZ Restart

Step 1
Sel eSettingi PTZ Setting > Function > PTZ Restarto.
The system will display the inteFduerd63. of APTZ Rest s
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Function

» Preset

\ PTZ Restart
h < 20%:—40:3;\23-« » Tour -
. W » Scan

» Pattern

» Pan

» PTZ Speed
» Idle Motion
» PowerUp
IF 272 Doner il ar - » PTZ Limit
» Time Task

» Intelligence

» PTZ Restart

» Default

Speed |5 v

Figure 4-63

Step 2
Click APTZ Restartodo and the system will restart PTZ

4.3.2.13 Default

The function can recover default settings of the PTZ. The config steps are shown as follows:
Note
The function will delete all the PTZ config made by users, please operate after confirmation.

Step 1
Sel eSettingf PTZ Setting > Function > Defaulto.
The system will di splay the i nFigared4@&ce of HADefaulto,
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Function

» Preset

=
N X 21031217 » Tour
& » Scan

Default

» Pattern

» Pan

» PTZ Speed
» Idle Motion
» PowerlUp
IF ~TZ Daries ] : : g » PTZ Limit
» Time Task
» Intelligence

» PTZ Restart

» Default

Speed 5 v

Figure 4-64

Step 2
Click AnbDefaulto to recover all the default settings

4.3.3 Calibration Config

4.3.3.1 Calibration Config

After you have calibrated panorama camera and detail camera, the two cameras can work collaboratively.

You can watch the overall of the place you marked through the panorama camera, and watch details of

the place you marked through the detail camera. There are two calibrating methods: Manual and Auto.

. Manual: Select the same point at the panorama camera window and detail camera window, and then
you can watch overall and detail of the place you marked.

. Auto: The system selects the places (applicable when you do not want to watch specific places)
automatically.
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Calibration conﬁgl Alarm Track

Calibration Mode Auto E] Begin to acquire...

20130307 108807

|P FTZ Camera

Speed | 5

I Default I | Refresh I I Save

Figure 4-65

Manual

The configuration steps are as follows:

Step 1

Select ASetting > PTZ Setting > Calibration Config
The Calibration Config interface is displayed.

Step 2

Select Manual in on the Calibration Mode drop-down list.

Step 3

Select a scene, and move the detail camera to appropriate position.

Step 4

Click the Begin to acquireéto start calibration.
Step 5

Setting 100



After you have clicked E select the same place at the panorama camera window and detail camera
window.

Two crosses are considered as one set of calibration point.

Note
The quantity of calibration points must be within the range of 4 to 10 sets. The recommended quantity
is 6 sets.
It is recommended that you set calibration points from far distance to close distance counterclockwise
or clockwise.
. Places with distinct position characteristics are recommended.
Step 6
After you have finished selecting calibration points, click Stop Ac q u i r fo sageéhe configuration.

4.3.3.2 Alarm Track

Enable

Auto Track @ 0On Off

Track Time Continue till object I:Iisa||z|

Idle Time 5 Sec. (1~1800)

Idle Position Mone |E|

Tracking Target Siz.. [—] U 60
Default Refresh Save

Figure 4-66

4.4 Event

4.4.1 Video Detection

Video detection includes motion detection, video tamper and scene changing. The config steps are shown
as follows.
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4.4.1.1 Motion Detection

Step 1
S e | €Setting FiEvent > Video Detection > Motion Detectiono .
The system wil|l di splay the intercHRgare4670f H@AMoti on De
Motion Detectinnl Video Tamper I Scene Changing _
Enable
Anti-Dither 1] Sec. (0~100)
#| Enable Manual
Caontral Trigger
¢ Record
Record Delay 10 Sec. (10~300)
«| Relay-out 2
Alarm Delay 10 Sec. (10~300)
Send Email
PTZ
Snapshaot
Default | ‘ Refresh | | Save
Figure 4-67
Step 2

Click Enable and configure info of each parameter according to the actual needs.
Set working period.
Cl i Qeltingi, and it will display tFigwedi6®t erface of wor ki
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Working Period (X}

Tuesday
Wednesday
Thursday
Friday

Saturday

Al v Sunday || Monday | | Tuesday | | Wednesday | | Thursday | | Friday | | Saturday
| 00: 00: 00 || 23: 59 : 59 |
[ 00: 00: 00 |-[ 23: 59: 59 |

[Period3 | 00: 00: 00 |-[ 23: 59 : 59 |
|
|
|

¥ Period1

|_| Period2

[JPeriodd | 00: 00: 00 |- 23: 59 : 59 |
[IPeriog5 | 00: 00: 00 |-[ 23: 59 : 59 |
[JPeriods | 00: 00: 00 |-[ 23: 59 : 59 |

I‘w Save ] I Cancel l
Figure 4-68
E Set alarm period, it can enable alarm event within the range of set period.
E There are totally six periods to set every day, click the check box in front of the period, and then the
period can be valid.
E Select week number (default is Sunday, if users select the whole week, it means setting can be

applied to the whole week; users can also select the check box in front of the day to make separate
setting for some days).

E Click Save after settings, return to motion detect page.

Note

You can also set working period via pressing left mouse button and dragging it on the setting interface.

., Setarea

Cl i Sekingdi a nudcanyset area in the interface shown in Figure 4-69.

Different colors represent different areas. Each area can set different detection zones. Detection zone can

be irregular and discontinuous.
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Area

(A
Region E m
Name |Region1
Sensitivity (=] @0
Threshold (=]} 5

Remove All Delete (Or Rightclick )

| |

l Save Cancel l

Figure 4-69
Parameter Description
Name Defa_lult area name includes Region 1, Region 2, Region 3,
Region 4 and custom.
Sensitivity It is sensitivity of brightness as motion detection is more possible

to be trigger with high sensitivity. You can set up to four areas.
The range is 0~100. The recommenced value is 30~70.

Area threshold

It is to check target object area related to detection area. The
lower the area threshold, the easier to trigger motion detection.
You can set up to four areas. The range is 0~100. The
recommenced value is 1~10.

Waveform Red means motion detection is triggered. Green means motion
detection is not triggered.

Delete all Clear all areas.

Delete Delete selected area.

Other parameters

Table 4-19
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Step 3

Step 1

Relay out Check it to enable alarm activation output port, it can activate
corresponding alarm output device when alarm occurs.
Alarm delay It means alarm delays a period of time to stop after alarm ends, the
unit is second, and the value ranges from 10s to 300s.
Send Email If you enabled this function, System can send out email to alert V|
when alarm occurs. User can set email address in Network>SMTP.
PTZ . Here you can set PTZ movement when alarm occurs. Such as
go to preset x when there is an alarm.
The event type includes: preset, tour and pattern.
Snapshot You need to check the box here so that system can backup moti
detection snapshot file. You shall set snapshot period
Storage>Schedule.
Table 4-20
Click Save to finish configuration.
4.4.1.2 Video Tamper
S e | €eSetting FiEvent > Video Detect>Vi deo Tamper 0.
system wi |l | di sdpel oa yT atnhpee rion t emhFigasehe70.0sf sfh\Wiwn

The

Parameter

Description

System only memorizes one event during the anti-dither period. The

Anti-dither e
unit is second, the value ranges from 0Os to 100s.
Manual Control | Click it and it will generate motion detection event when excluding
Excluded manual control, which can reduce the false alarm rate of motion
detection event.
Record Check it and so when alarm occurs, system will auto record. You

shall set record period in Storage>Schedule and select auto record
in record control interface.

Record Delay

System can delay the record for specified time after alarm ended.
The value ranges from 10s to 300s.
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Motion Detection I Video Tamper I Scene Changing _
Enable
#| Record
Record Delay 10 Sec. (10~300)
«| Relay-out E 2
Alarm Delay 10 Sec. (10~300)
Send Email
PTZ
Snapshot
Default | | Refresh | | Save
Figure 4-70
Step 2
Click Enable and configure info of each parameter according to the actual needs.
Note
Pl ease #4éIleMotionh Detegiiond f or more details about paramet e
Step 3

Click Save to finish configuration.

4.4.1.3 Scene Changing

Step 1
Sel eSettingA Event > Video Detection > Scene Changingo
iScene Changingo,Figawa4-7d.h i s shown in
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Motion Detection | Video Tamper [scene Changing_
Enable
+| Record
Record Delay 10 Sec. (10~300)
# Relay-out E] 2
Alarm Delay 10 Sec. (10~300)
Send Email
PTZ
Snapshot
Default | | Refresh | | Save
Figure 4-71
Step 2
Click Enable and then configure parameter info according to the actual requirements.
Note
Pl ease #4éIleMotionh Detegiiond f or more details about paramet e
Step 3

Click Save to finish configuration.

4.4.2 Audio Detection

Step 1
S e | €eSetting #Event > Audio Detectiono .
The system will display the interface of Audio Detection, which is shown in Figure 4-72.
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Input Abnormal

Intensity Change
= ] x50
Threshald = (0 50

Sensitivity

Anti-Dither 5 Sec. (0~100)
+#| Record
Record Delay 10 Sec. (10~300)
#| Relay-out 2
Alarm Delay 10 Sec. (10~300)
3end Email
PTZ
Snapshot
Default | | Refresh | | Save
Figure 4-72
Step 2
Configure info of each parameter according to the actual needs; please refer to the following sheet for
more details.
Parameter Description

Enable Input | Check Enable Input Abnormal and it will activate alarm when detecting audio input
Abnormal abnormal.

E}T:E;?w Check Enable Intensity Change and it will activate alarm when detecting audio
Change intensity change surpass threshold.

Levels range froml to 100 and adjustable, the smaller the value, it means the input
Sensitivity sound volume change surpassing continuous environment volume and it can be

judged as audio abnormal, users can adjust according to the actual environment
testing.
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Parameter Description

Levels range from 1 to 100 and adjustable, which is used to set filtered environment
Threshold sound intensity. If the environment noise is bigger, users need to set the value
higher. Besides, users can adjust it according to the actual environment testing.

Table 4-21
Note
Pl ease #A4éTleMotion Detedtiond f or more details about paramet e
Step 3
Click Save to finish configuration.
4.4.3 Smart Plan
Statistics intelligent functions such as heat map,

related to preset, it needs users to select first. Each preset can set different intelligent function, the
corresponding setting can be valid only when it selects exact intelligent function.

Note
, It needs to set presetd4d3nPreskwanoe, splteasg meft drodt
Heatmapand preset are added plans, which candét be e

Step 1
Sel eSettingh Event > Smart Wil desplay the inkehface of Smart Rlam which is shown
in Figure 4-73.

(O o

| Refresh | | Save

Figure 4-73

Step 2

Enable corresponding intelligent functions according to the requirements.

Enable heat map or face detection function.
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1. Click the sliding block in m to enable the function switch.

2. Click heat map or face detection function to enable corresponding intelligent functions. The selected
intelligent function appears to be bright, click it to cancel the selected intelligent function.

., Enable IVS, face detection function.

1. Sel ect preset in the AAdd Plano. The system wil|l

2. Click IVS, face detection to enable corresponding functions.
Step 3

The selected intelligent function appears to be bright, and you can click it to cancel the function.

4.4.4 Deep IVS

Basic requirements for scene selection:

The size of the target shall not exceed 10% of the image size.

The target size in the image shall not be less than 10 pixel x10 pixel, the size of abandoned target
shall not be less than 15 pixel x15 pixel (CIF image); the width and height of targets shall be less than
one third of the width and height of the image; it is recommended that the target height shall be
around 10% of the image height.

The difference between target brightness value and background brightness value shall not be less
than 10 gray levels.

Guarantee that the target stays in field of vision for at least 2 seconds, the movement distance
exceeds the width of the target and the target is no less than 15 pixels (CIF image).

It is not recommended to use intelligent video surveillance function in scenes where targets are very
crowded and ambient light changes frequently.

Do not choose places with large area of glass, ground reflection, water, branches, shadows, mosquito
infestation and backlight.

B

B

Note

. You have to set preset positions in advance, please refer to .3.2.1 Preseto for more details.

., Heat map and intelligent function added by preset
Step 1

S e | €eSetting AEvent > IVSa

Thefil VSO i nter f aseedigure4-74li spl ayed
Step 2

Select preset positions that you want to set smart rules.
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i Channel Panorama CameE'
. No. Name Rule Type <P
M 1 Rules Tripwire =] @ *
M 2 Rues Intrusion =] @
M 3 Rues Abandoned Ob[~|
4 Ruleb Missing Object[~] @ _
- Parameter Setup
Period
Direction A<->B [~

Target Filter

Effective object Human Motor Vehicle

Objectfiter ©) MaxSize 5191 * 81 Draw Target Record (2]

O MinSize 0 | * Clear Record Delay | 30 | Sec. (10~300)
Relay-out \z’
MarmDelay |10 | Sec (10~300)
[] Send Email
[v] Panorama Ca..A izi
l Default “ Refresh || Save
Figure 4-74

Step 3

Click to add intelligent rules.

Note

., Doubl e click nRulledypeBy peo t o modi fy

When in rule configuration interface, the lock function is enabled automatically, the locking time is 180
seconds. In this period, you can only control the speed dome manually,. You <can <cl i ck i
unlock it.

Step 4

Click Save, and the configuration is finished.

B

4.4.4.1 Tripwire

When an object crosses the warning line, an alarm will be triggered.
Do not draw the warning line near other objects, because the speed dome needs some time to detect
targets when they appear.

B
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Applicable scene: places where targets are sparse, for example areas without security guards.
Note
Click Clear on the right of Draw Rule to clear all the rules you draw.
For details of parameters about drawing rules, see Table 4-22.

Parameter Description

Max Size You can set the maximum and minimum object size range, out of which,

objects will be filtered out.

Min Size

When you enter the rule configuration interface, the locking function is
enabled automatically, which means when you enter the rule configuration
Lock/Unlock interface, the PTZ will not rotate until 180s has passed. Cl i ¢k fiUn
you can unlock it, which means after you unlock it, even if you are on the
rule configuration interface, the PTZ can still rotate.

Table 4-22
Step 3
Set parameters according to your requirements. For details, see Table 4-23.
Parameter Description
Note

Set alarm period, it can enable alarm event within the range of set period.
Cl i Qeltingh t o pop out setting interfa
You can input time number value or press the left mouse button, and
drag on the setting interface directly.

) . There are totally six periods to set every day, click the check box in
Period front of the period, and then the period can be valid.

Select week number (default is Sunday, if users select the whole week,
it means setting can be applied to the whole week; users can also
select the check box in front of the day to make separate setting for
some days).

Click Save after settings completed, return to rule config setting interface,
click Save to complete period setting of tripwire.

B

When the rule type is Cross Fence Detection, you can select from which

Direction direction people cross the fence an alarm will be triggered.

Check it and it will generate alarm track when targets trigger intelligent
Alarm Track

rules.
Track Time It is to set the time of track time.

There are three effective objects: human, motor vehicle, and non-motor

Object filter vehicle. Only items you have selected can be detected.
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Parameter Description

Record record period of alarm
record control interface.

Check it and so when alarm occurs, system will auto record. You shall set

in AStorage

Record Delay | 7)1 ranges from 10s to 300s.

System can delay the record for specified time after alarm ended. The

Check it to enable alarm activation output

port, it can activate

Relay-out corresponding alarm output device when alarm occurs.
Alarm Dela It means the alarm delays a period of time to stop after alarm ends, the unit
y is second, and the value ranges from 10s to 300s.

Send Email Check it and the system can send out email to inform users when alarm
occurs. User can set email address in iNetwork >SMTP ( emai | )
Check it and the system can realize alarm snapshot automatically when

Snapshot alarmoccurs,meanwh i | e it needs to set snafy
Storage>Schedul eo.

Table 4-23
Step 4

Click Save to finish configuration.

4.4.4.2 Cross Fence Detection

The triggering of cross fence alarm is like a person step over two warning lines one after the other.

Requirements of setting fences are as follows:
Fences with holes are not recommended.
The height of fences must be similar to general adult height.

When the center of the rectangle crosses the line that you drew, the cross-fence alarm will be triggered.

Note

Click Clear on the right of Draw Rule, and you can clear the rules you drew.

Parameter Description

Direction You can select AY B, B Y A, Z Ba which means when people cross the fence

from Ato B, B to A, or from Ato B and from B to A, an alarm will be triggered.

Table 4-24
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4.4.4.3 Intrusion

Intrusion includes cross area and in area functions.

B

B

Crossing area means that it will trigger alarm when target entering or leaving area.
In area function means that it will trigger alarm when certain amount of target appears in the
designated area within specific time. In area function is only responsible for the statistics of the target

guantity in the detection area without considering whether the target is the same or not.

As for the report interval of the in area function, the system can detect if the same event will occur
within the interval after triggering the first alarm, the alarm counter will clear itself if no same event

occurs during the period.

As it is similar to the warning line, it also needs to leave some movement space for the target out of the
area line if it is to detect enter and leave events

Application scene: It can only be applied to the scene where the target is sparse and it is basically
mutually blocked between targets, such as the perimeter protection area without security guard.

Configure parameter info according to the actual needs. Please refer to Table 4-23 for more details.

Pl

Parameter Description

It is to set the actions of intrusion, you can select appear and cross.

Direction

It is to set the direction of cross area, you can select enter, leave, enter &
leave.

Table 4-23

#.4.4.1eTripwite'dfor more details about other parameters.

4.4.4.4 Abandoned Object

It means triggering alarm when the abandoned object exceeds the time set by users in the
monitoring scene.

Abandoned and missing object detection can be confusing in a situation where foreground
and background is both very complex.

It will trigger alarm when pedestrians or vehicles stay still for a long time, which is considered
as abandoned object. In order to filter this kind of alarm, generally the abandoned object is
smaller than person and vehicle; therefore it can filter person and vehicle via setting filter
size. Besides, it can avoid false alarm of short stay for people via extending alarm time.
Application scene: It can be applied to the scene where the target sparse and there is no
obvious and frequent light change. As for the scene with high target density and frequent
blocking, alarm leakage will increase; as for the scene with more people to stay, false alarm
wi || i ncrease. As for the detection area,
complicated areas.
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4.4.4.5 Fast-Moving

It means it will trigger alarm after the target in the scene is taken and exceeds a certain
period of time.

The system will make statistics for the still areas in the foreground area, and distinguish
whether it is missing object or abandoned object according to the similarity between
foreground and background, it will trigger alarm when it exceeds the time set by users.

It may cause mistake when distinguishing abandoned object from missing object when both
foreground and background are very complex.

Application scene: It can be applied to the scene where the target sparse and there is no
obvious and frequent light change. As for the scene with high target density and frequent
blocking, alarm leakage will increase; as for the scene with more people to stay, false alarm
will increas e . As for the detection area, it i s
complicated areas.

4.4.4.6 Parking Detection

The speed dome system will detect and make judgments to see whether targets are static or not. Alarms
will be triggered when the time of being static exceeds the threshold.
The configuration steps are as follows.

4.4.4.7 Crowd Gathering Estimation

When crowd gathering occurs, alarms will be triggered.
Applicable scenes: squares, government gates, entrance and exit of bus or train stations.
Scenes not applicable: Places where speed domes can only be installed at low height;
where the image of a single person is out of proportion to the whole monitoring image; where
are crowded with visual obstructions.

For details of parameters about drawing rules, see Table 4-24.

Parameter Description
. You can set the shortest time from when targets appear to when alarms are
Duration triggered

You can set the sensitivity to trigger alarms. There are 10 options and the

Sensitivity default value is 5.

Click Draw Rule, and you can draw the minimum gathering area. When the
Mini  Gathering | number of people in a certain area exceeds the number of people in the
Area mini gathering area, an alarm will be triggered. Click Clear, the area you
drew will be deleted.

Table 4-26
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4.4.4.8 Missing Object

Missing object means that when objects in an area are missing for a certain period of time,
alarms will be triggered.

The system conducts statistical analysis on the static area in the foreground, and then tells
whether objects were moved or left behind. If the period of objects that are missing or left
behind exceeds the time you set, alarms will be triggered.

Applicable scenes: Places where targets are sparse and without frequently changing
ambient light. At places with large gathering crowd, and places where patterns and signs on
the road are complicated, false alarm rate will increase.

4.4.4.9 Loitering Detection

When targets are moving in the area and the moving time exceeds the duration you set, alarms will be
triggered. The detection will not work out on static objects.

4.4.5 Video Structuralization

The speed dome can take snapshots of motor vehicles, non-motor vehicles, human bodies, and human
faces and extract their attributes. You need to select a channel and add scene types depending on target
types you need to monitor, and then the snapshots and attributes will be displayed.

4.4.5.1 Scene Setting

There are three scenes: People, Motor Vehicle, and Non-Motor Vehicle.
People: In this scene, only human body snapshots and human face snapshots will be taken.
Motor Vehicle: In this scene, only motor vehicle snapshots will be taken.
Non-Motor Vehicle: In this scene, only non-motor vehicle snapshots will be taken.
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Channel Panorama Came v

No. L
v 1 Rule1 People v @
v 2 Rule2 Non-motor\ ¥ w
v 3 Rule3 Motor Vehic ¥ w

Parameter Setup

Relay-out [I] ?
Alarm Delay 10 Sec. (10~300)
Default Refresh OK
petect Regon |_praw_| w L sore ||
Object filter (@ MaxSize 8191 = 8191
Min Size 0 *0 Clear
Pixel Counter 0 =10 Draw Target
Figure 4-75
Step 1
Select ASetting > Event > Video Structuralization >
The Scene Setting interface is displayed.
Step 2
Select a channel.
Step 3
(Only for Detail Camera) Click the Preset drop-down box, and then select an IVS plan.
Step 4
Click £ to add a rule, and then select a scene.
Step 5
Modify parameters.
Note

Double click name, and you can modify rule name.
Click the Type drop-down list, and then you can select among the three scene: People, Vehicle, and
Non-Motor Vehicle.

B

Click =, and then you can delete a rule.
Step 6
Configure parameters. Refer to fid.4.1.1 Motion Det e
Step 7
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Click OK to finish the configuration.

4.4.5.2 Jpeg OSD

You can put human attributes (gender, top color, top type, bottom color, bottom type, backpack, and hat),

motor vehicle attributes (car type, car color, plate color, sun shield, safety belt, smoking status, calling

status, vehicle pedant, and inspection sticker), and non-motor vehicle attributes (car type, car color,
cycling number, top color and top type) at the snapshots.

Step 1

Select ASetting > Event > Video Structuralization >
The Jepg OSD interface is displayed.

e B e
1 Car Type 1 1 Car Colort Jpeg OSD
Type Motor Vehicle -
/| Car Color /| Car Type
| License Plate C Sun Shield
Safety Belt Smoking Status
Calling Status Vehicle Pendant
Inspection Sticker
Time
Location
Defautt || Refresn || oK
Figure 4-76

Step 2

Click the Type drop-down list, and select among Human Body, Motor Vehicle, and Non-motor Vehicle.
Step 3

Select the attributes depending on your needs.

And then the attributes you selected will be displayed at the snapshots.

Step 4

Click OK to finish the configuration.

4.4.6 Alarm

Step 1
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Sel eSetingf Event > Al ar mo.
The system will display the interface of Alarm, which is shown in Figure 4-77.

Enable

Relay-in Alarm1 v

Anti-Dither ] Sec (0~100) Sensor Type | WO T

¥| Record
Record Delay 10 Sec. (10~300)

#| Relay-out E 2
10

Alarm Delay Sec. (10~300)
Send Email
PTZ

¥ Snapshot

Default | | Refresh ‘ | Save

Figure 4-77

Step 2
Configure info of each parameter according to the actual needs; refer to Table 4-27 for more details.

Parameter Description

Enable After enabled, relay activation will work.

Relay-in Select relay-in.

There are two options: NO/NC. Switch from NO to NC means
enabling alarm; Switch from NC to NO means disabling alarm.

Sensor type

Table 4-27

Note

Pl ease #A4éTleMotion @etectiondo f or descri ption of other par ame
Step 3

Click Save to finish configuration.
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4.4.7 Abnormity

Abnormality includes six alarm events which are no SD card, capacity warning, SD card error,
disconnection, IP conflict and illegal access.

4.4.7.1 SD Card

Step 1
Sel eSetingi Event > Abnormity > SD Cardo.
The system will display the interface of SD Card, which is shown from Figure 4-78 to Figure 4-80.

5D Card I Network I lllegal Access ISecurity Exceplion_

Event Type Mo SD Card E
[] Enable
Relay-out 2
Alarm Delay 10 5 (10~300)
[] Send Email
| Default | | Refresh | | Save
Figure 4-78

SD Card I Metwork I lllegal Access ISecurityr Exceplion-

Event Type SD Card Error E
[] Enable
Relay-out E 2
Alarm Delay 10 s (10~300)
[] Send Email
‘ Default H Refresh H Save
Figure 4-79
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spcard |  nework | megalaccess |security Exception |

Event Type Capacity Warning |Z|
Enable
Capacity Limit 10 %(0~99)
7] Relay-out BIE
Alarm Delay 10 s (10~300)
Send Email
‘ Default ‘ ‘ Refresh ‘ ‘ Save
Figure 4-80
Step 2
Configure info of each parameter according to the actual needs; refer to Table 4-28 for more details.
Parameter Description
Enable Check to alarm when SD card is abnormal.
ggpacitycard User can set SD card capacity percentage which is left. When SD
Lower Limit card space left is smaller than this, alarm occurs.
Table 4-28
Note
Please refer to M.4.1.1 Motion Detectiond0 f or descri pti on of other par ame
Step 3

Click Save to finish configuration.

4.4.7.2 Network
Step 1

S e | €Setting FEvent > Abnormity > Networ k 0 .
The system will display the interface of Network, which is shown in Figure 4-81 and Figure 4-82.
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SD Card I Network I lllegal Access ISecurity Exceplion-

Event Type Disconnection E
Enable
[7] Record

Record Delay 10 s (10~300)
[ Relay-out E 2

Alarm Delay 10 s (10~300)

‘ Default | | Refresh | | Save
Figure 4-81

SD Card I Network I lllegal Access ISe{:urity Ex-::eption-

Event Type IP Conflict El
Enable
[] Record
Record Delay 10 s (10~300)
[] Relay-out 2
Alarm Delay 10 s (10~300)
‘ Default ‘ | Refresh | ‘ Sawve
Figure 4-82
Step 2
Configure info of each parameter according to the actual needs; refer to Table 4-29 for more details.
Parameter Description
Enable Click it to enable network abnormity alarm.
Table 4-29
Note
Pl ease #d.4%leMotion Detediiond f or descri ption of other par ame
Step 3

Click Save to finish configuration.
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4.4.7.3 lllegal Access

When the login password error reaches a certain number of times, it will generate illegal access alarm.
Step 1

Sel eSetingf Event > Abnormity > |11 egal Accesso.
The system will display the interface of lllegal Access, which is shown in Figure 4-83.

SD Card I Network I lllegal Access ISECUTIW EXCBDIIOH-

V| Enable
Login Error 5 time (3~10)
7| Relay-out E 2
Alarm Delay 10 s (10~300)
Send Email
‘ Default | ‘ Refresh | ‘ Save
Figure 4-83
Step 2
Configure info of each parameter according to the actual needs; refer to Table 4-25 for more details.
Parameter Description
Enable Click it to enable illegal access alarm.

It will trigger alarm of illegal access after entering wrong password for

Login error some certain times, and the account will be locked.
Table 4-25
Note
Pl ease #A4éTleMotion @etectiono f or descr i @mhaetesn of ot her pa
Step 3

Click Save to finish configuration.

4.5 Storage

Here you can set schedule, storage mode, and record control.
4.5.1 Schedule

Before schedule settings, user must set record mode in record control as auto status.

Note
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If record mode in record control is off, then device will not record or snapshot according to the schedule.

45.1.1 Record

Step 1
Sel eSetingf St orage > Schedule > Recordo.
The system will display the interface of Record, which is shown in Figure 4-84

Rocord | Svpstet | oty s [

General @ Motion Alarm
0 2 4 6 8 10 12 14 16 18 20 22 24

Setting

Setting

Setting

ek Setting

Holiday Setiing

Default | | Refresh | | Save |

Figure 4-84

Step 2

From Monday to Sunday select record time, click Setting on the right. See Figure 4-85 for more details.
Set period according to actual needs. There are six periods available each day.

By checking or cancel, you can add or delete three types of record schedule: General, Motion, and
Alarm.

Note

Period settings can be done by dragging in record schedule interface while not releasing left mouse.

5

5
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Setup [ X |
[~ Al ¥ sunday I Monday I Tuesday I~ Wednesday I~ Thursday I Friday [~ Saturday I~ Holiday
Period 1: 00 : 00 : 00 [-| 23 : &9 : &9 | [ Ceneral M Motion ¥ Alarm
Period 2: 00 : 00 : 00 [-| 23 : 89 : 59 | [ ceneral I Motion [~ Alarm
Period 2: 00 : 00 : 00 |-| 23 : 59 : 59 | [~ General [~ motion I Alarm
Period 4: 00 : 00 : 00 [-| 23 : 89 : 89 | [T General [ motion [~ Alarm
Period & 00 : 00 : 00 [-| 23 : 89 : &9 | [T General [ motion [~ Alarm
Period 6 00 : 00 : 00 |[-| 23 : &9 : 59 | [ General [ motion [ alarm
| Save | | Cancel |
Figure 4-85

Step 3

Click Save, return to record schedule interface. See Figure 4-86.
Green color stands for the general record.
Yellow color stands for the motion detect record.
Red color stands for the alarm record.

«| General @ |« Motion v Alarm W

B

Setting

Setting

Setting

Setting

Setting

Setting

Setting

Setting

I

Figure 4-86

Step 4
Click Saveon t he Record interface, the syst eeatorppschedulpiss 0 .
completed.
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4.5.1.2 Snapshot

Step 1
Sel eSetingf St orage > Schedule > Snapshoto.
The system will display the interface of Snapshot, which is shown in Figure 4-87.

#| General @ v Motion # Alarm l

0 2 4 6 8 10 12 14 16 18 20 22 24
I,]IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Setting

Setting

Setting

Setting

Setting

Setting

Setting

Setting

Figure 4-87

Step 2

Set the snapshot period accordingtos t ep 2 &.6.841 Recomd . A

Step 3

ClickSsaveand the system will prompt ASuccessfully Savedc

4.5.1.3 Holiday Schedule

Holiday schedule can set specific date as holiday.

Step 1

Sel eSetingf St orage > Schedule > Holiday Schedul eo.
The system will display the interface of Holiday Schedule, which is shown in Figure 4-88.
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Record Snapshot Holiday Schedule

Record Snapshot

Calendar Sep v
Sun Mon Tue Wen Thu  Fri Sat
1 2
3 4 5 G 7 8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23

24 25 26 27 28 29 30

Refresh ‘ ‘ Save
Figure 4-88
Step 2
Select from record and snapshot.
Step 3

Select the days you need to set as holiday.

Those days with yellow color indicates they were set as holidays.
Step 5

Click Save to finish configuration.

4.5.2 Destination

4.5.2.1 Path

Path can configure storage path of device record and snapshot. There are three options: Local, FTP and
NAS. You can only select one mode. System can save according to the event types. It is corresponding to
the three modes (general/motion/alarm) in the schedule interface. Please check the box to enable the
save functions.

Note

Only some devices support NAS storage, please refer to the actual device.

Step 1

Sel eSetingf St orage > Destination > Patho.
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The system will display the interface of Path, which is shown in Figure 4-89.

v | e e ] v

Record Snapshot
Event Type Scheduled Motion Detection Alarm Event Type Scheduled Motion Detection Alarm
Local Local
FTP O [l [l FTP O ] ]
NAS ] ] & NAS ] ] =
Default ‘ | Refresh | ‘ Save |
Figure 4-89
Step 2
Configure info of each parameter according to the actual needs; please refer to Table 4-26 for more details.
Parameter Description
Event Type It includes: scheduled, motion detect and alarm.
Local It is saved in the SD card.
FTP It is saved in the FTP server.
NAS It is saved in NAS server.
Table 4-26
4.5.2.2 Local

The information of local SD card is displayed in the local storage list. You can also do several operations

such as read-only, read & write, hot swap and format.

Select Setting > Storage > Destination > Local. Local interface is displayed. See Figure 4-90.
R N e O

Name Status Attribute Used Capacity/Total Capacity

-

ReadOnly || ReadsWrte || HotSwap ||  Refiesh |

Figure 4-90

Click Read Only to set the SD card as read only.
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Click Read & Write to set the SD card as read & write.

Click Hot Swap to realize hot swap upon the SD card.

Click Refresh to refresh the interface.

Click Format to format the SD card.

Note

After formatting, all data on SD card will be cleared. Be careful to do this operation.

4523 FTP

You need to select the check box enable FTP function. When network disconnection occurs or there is
malfunction, emergency storage can save the record/snapshot to local SD card.

Step 1

Sel eSetting®A St orage > Destigwpatemnwpkbl FTBODsptag she int
Figure 4-91.

Path | Local | FTP | NAS
Enable SFTP(Recommended) [+ |
Server Address 0000
Port 22 (0~65535)
Usemame anonymity
Password

Remote Directory share

Emergency (Local)

| Default | ‘ Refresh | | Save

Figure 4-91

Step 2
Select Enable to enable FTP function, and select the FTP type from the drop-down list.
Note
After enabling FTP, there might be risks. Be careful to enable it.
SFTP is recommended for network security.
Step 3
Configure info of each parameter according to the actual needs; please refer to Table 4-27 for more details.
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Parameter Description

Enable FTP Click it to enable FTP function

Server Address | FTP server address

Port FTP server port
User name User name used to log in FTP server.
Password Password used to log in FTP server.
Remote . .
Directory Store it to the directory of FTP server.
Emergency Click it and it will store to local SD card when FTP storage abnormity
(Local) occurs.
Test Click the button to test if FTP server can be connected.
Table 4-27
Step 3

Click Save to finish configuration.

4.5.2.4 NAS
When you select NAS storage mode, NAS function can be enabled, and you can store file to NAS server.
Step 1
Select Setting > Storage > Destination > NAS, the NAS interface will be displayed. See Figure 4-92.
Path | Local | FTP | NAS
Enable NFS [=]
Server Address 0.000
Remote Directory
Default ‘ ‘ Refresh ‘ ‘ Save
Figure 4-92
Step 2
Configure each parameter. For details, see Table 4-28.
Parameter Description
Select the check box to enable NAS function, and select the protocol
Enable from the drop-down list. NFS and SMB are selectable.
Note
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Parameter Description

After enabling NFS or SMB, there might be risks. Be careful to enable
it.

Server Address NAS server address.

Remote Directory Store it to the directory of the NAS server.

Table 4-28

Step 3
Click Save to finish configuration.

4.5.3 Record Control

Step 1
Select Setting > Storage > Record Control, and Record Control interface is displayed. See Figure 4-93.

Pack Duration 30 Min. (1~120)
Pre-event Record 2 Sec. (0~5)
Disk Full Overwrite B3
Record Mode @ Auto Manual Off
Record Stream Iain Stream |E|
Default || Refresh ‘ ‘ Save
Figure 4-93

Step 2
Configure information of each parameter according to actual needs. See Table 4-36 for more details.

Parameter | Description

Pack

Durat Set the pack duration of each record file; it is 30 mins by default.
uration
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Set pre-event record time.
For example, if you enter 5, when the alarm is triggered, the system

will read the record video of first 5 seconds in the internal storage
Pre-event and record it into the file.

Record Note
Configure pre-event record time, when alarm record or motion

detection record occurs, if there is no recording, the system will
record the preceding n seconds video data into the record file.

There are two options: Stop and overwrite.
Stop: Stop recording when disk is full.
Overwrite: Overwrite the previous files when the disk is full.

Disk Full Note
The data in SD card will be overwritten when the disk is full. Back up
data as needed.
There are three modes: Auto/Manual/Off. If you select manual mode,
Record ; . X
Mode record!ng vylll be starteq nght away. If you select auto mode,
recording will be started within the range of schedule.
Record S
Stream There are two options: Main stream and sub stream.

Table 4-29

Step 3
Click Save to finish configuration.

4.6 System
4.6.1 General
4.6.1.1 General

Step 1
Sel eSettingf System > General o0, the system wil Figu#“-84pl ay
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Mame 222
Language English -
Video Standard PAL -
Default ‘ ‘ Refresh H Save

Figure 4-94

Step 2
Configure info of each parameter according to the actual needs; please refer to Table 4-30 for more details.

Parameter | Description

Device It is to set device name.

Name Note
Different devices may have different names.

You can select the language from the dropdown list. There are 14
options: English, Italian, Spanish, Russian, French, German,

Language | poguese, Polish, Korean, Persian, Czech, Dutch, Arabic, and
European Spanish.

Video It is to display the video format of device, such as 50Hz

Standard ’ .

Table 4-30

Step 3
Click Save to finish configuration.

4.6.1.2 Date & Time
Step 1

Select Setting > System > General > Date&Time, and Date&Time interface is displayed. See Figure 4-
95.

Setting 133



Date Format YYYY-MWM-DD (=]

Time Format 24-Hour [~]

Time Zone GMT+08:00 (=]

Current Time 2018-07-19 i 16 : 43 @ 14
[C] DST

DST Type @ Date (O Week

Start Time Jan =] 1 =]l 00: 00 :

End Time Jan (=] 2 (=]l 00: o00-
[C] NTP

Server clock.isc.org

Port 123

Interval 10 Min. (0~30)

Default | ‘ Refresh ‘ | Save
Figure 4-95

Step 2
Configure each parameter. For details, refer to Table 4-31.
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Parameter Description

Date Format Select date format from the dropdown list.
Time Format Select time format from the dropdown list.
Time Zone Select the time zone of the device.

Set the current time of the device. You can also click Sync PC to
synchronize the device time with your PC.

Set the DST type to Date or Week. You can also set the start time and

Current Time

DST end time of DST.

NTP Select the check box to enable network time sync function.
Set the address of time server.

Server Note
After enabling the function, the device time will be synchronized with
server time.

Port Set the port of time server.

Interval Set the sync interval between the device and time server.

Table 4-31

Step 3
Click Save to finish configuration.

4.6.2 Account

4.6.2.1 Account

Only when users have the right of account management then can it realize account management
operation.

For the character in the following user name or the user group name, system max supports 15-digits.
The valid string includes: character, number, and underline.

Passwordcanbe0to32 characters in number and |l etter only
The user amount is 18 and the group amount is 8 when the device is shipped out of the factory.

User management adopts group/user modes. The user name and the group name shall be unique.
One user shall be included in only one group.

Currently logged in user cannot change his/her own right.

There is one default user admin during initialization. Admin belongs to high right user by default when
it is out of factory.

B
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4.6.2.1.1 Username

You can enable anonymous login, add or remove user, and modify username i nSetfing > System >
Account > Account > Username. See Figure 4-96.

[7] Anonymous Login

Usermname Group Name
No. Username Group Name Memo Modify Delete
1 admin admin admin 's account K4 =]
Authority
User Live Playback System System Info
Manual Control File Backup Storage Event Network
Peripheral AV Parameter PTZ Security Maintenance

Figure 4-96

Anonymous login

Enable Anonymous Login and enter IP. No username or password is required. You can log in
anonymously (with limited rights). You can click Logout to log in with other accounts.

Note

After enabling Anonymous Login, the users can view audio and video data without authentication. Be
careful to enable it.

Add user

It is to add user in group and set the right control of the user.

The highest right wuser admin canét be del eted by
Step 1

Click Add User and the system will pop out the interface of Add User, which is shown in Figure 4-97.

Setting 136



Add User | X
lsermmame Must
Password
The minimum pass phrase length is 8
characters
Confirm Password
Group Mame admin v
Memo
Authaority o All
# Live
«| Playback
#| Record Control
«| Backup -
Save | | Cancel
Figure 4-97
Step 2
Enter user name and password, select group and check authority list.
Note
, Once the group is selected, then the wuser right

the right of the group.
Users are recommended to make it lower than senior users when defining general users in order to
make user management convenient.

Step 3

Click Save to finish configuration.

Modify user

Step 1

Click the "+ ' icon which is corresponding to the users which needs to be modified.

The systemwillpopoutthe i nt erface of AModify Usero.
Click Operation Permission and Restricted Login, you can set operation permission and login
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restriction for the user you are to modify.

User

Live
Playback
Systemn
System Info
Manual Control
File Backup
Storage
Ewvent
Network
Peripheral
AV Parameter
PTZ

Security
Maintenance

Figure 4-98
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Figure 4-99

Step 2

Modify the user information according to actual needs.
Step 3

Click Save to finish configuration.

Modify password

Step 1

Select the check box of Modify Password.

Step 2

Input old password, input new password and confirm it.
Step 3

Click Save to finish configuration.

Delete User
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Click the @ icon of corresponding user to be deleted, and then you can delete the user.

Note
The deletion of users or group is unrecoverable. Be careful to do this operation.
4.6.2.1.2 Group

You can realize add group, delete group, modify password and other ope r at i oSetsng * Systein >
Account > Gr oup OFigur¥ 4100 foranare details.er t o

[C] Anonymous Login

Usemame Group Name
No. Group Name Memo Modify Delete
1 admin administrator group K —
2 user user group ’ ~)
Authority
User Live Playback System System Info
Manual Control File Backup Storage Event MNetwork
Peripheral AV Parameter PTZ Security Maintenance
Figure 4-100
Add Group
Pl ease #d62lellUsetnamed f or more detail s.
Modify Group
Pl ease #d62lellUsetnamed f or more detail s.
Delete Group
Pl ease #d62lellUsetnamed f or more detail s.

4.6.2.2 ONVIF User

Users can add Onvif user on the WEB interface, it can also modify the users which have existed.

Step 1

Sel eSettingA System > Account > yosNtVdmk wislelr 0d iasnpdl atyh et hse
User 0, whi c kiguregd-10d.h own i n
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st | omirver N

No. Usermame Group Name Modify Delete
1 admin admin Kd —
Figure 4-101

Step 2
Click Add User and the system will pop out the interface of Add User, which is shown in Figure 4-102.

Add User X

lsermame Must

Passwaord

The minimum pass phrase length is 8

characters

Caonfirm Passwaord

Group Mame admin ¥
Save | | Cancel

Figure 4-102
Step 3
Set username, password and select group.
Step 4
Click Save.
Click = to modify the userés information.
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4.6.3 Security

4.6.3.1 RSTP Authentication

You can set the authorize mode of media stream.

Step 1

S e | eSetting A System > Security > RSTP Aut h e dthé systet iwitl displayahe interface of
ARSTP Authenticati oFgdre4-1@hi ch i s shown in

RTSP Authentication] sysemservice | HTTPs | Frewan [
Authorize Mode Digest =
Default ‘ | Refresh | | Save |
Figure 4-103

Step 2

Select authorize mode. Digest, Basic and None are selectable. It is Digest by default.

Note

Click Default and the authorize mode will be selected as Digest automatically.

If you select None and click Save, the prompt i N eanthentication mode may have risk. Are you sure

t o e n a il pop up to Pemind you about the risk. Be careful to select None.

If you select Basic and click Save, the prompti Basi ¢ aut hentication mode
sure t o evill pop lipdo ramin®you about the risk. Be careful to select Basic.

B

B

4.6.3.2 System Service
Set the system service for system security.

Step 1
Select Setting > System > Safety > System Service and System Service interface is displayed.
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RTSP Authentication] System service [ HTTPS | Firewan _

SSH [] Enable

Multicast/Broadcast... ¥] Enable

Password Reset ] Enable Email Address | 1"**{@qqg.com

CGI Service | Enable

Onvif Service | Enable

Genetec Service | Enable

Audio and Video Tr... [ ] Enable *Please make sure matched device or software supports video decryption function.
RTSP over TLS [] Enable *Please make sure matched device or software supports video decryption function.
Mobile Push | Enable

Default l l Refresh l l save

Figure 4-104
Step 2
Configure the parameter of system service.
Parameter Description
SSH is not enabled by default. You can select the check box
to enable SSH for security management.
SSH Note

It is recommended not to enable the service, otherwise there
might be security risks.

Multicast/Broadcast
Search

If the service is enabled and when several users are viewing
the live view through network at the same time,
multicast/broadcast protocol is adopted to search the device.
Note

It is recommended not to enable the service, otherwise there
might be security risks.

Password Reset

Password Reset is enabled by default. You can use this
function for security management.

Note

If you disable the service, you can only restore the device to
factory defaults through the reset button on the device, and
then reset the password.
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CGl Service

CGl service is enabled by default and the device can be
connected to platforms through this protocol.

Note

It is recommended not to enable the service, otherwise there
might be security risks.

Onvif Service

Onvif service is enabled by default and the device can be
connected to platforms through this protocol.

Note

It is recommended not to enable the service, otherwise there
might be security risks.

Genetec Service

Genetec service is enabled by default and the device can be
connected to platforms through this protocol.

Note

It is recommended not to enable the service, otherwise there
might be security risks.

Audio and Video
Transmission
Encrytion

After enabling the service, the streams transmitted over
private protocols will be encrypted.

Note

If you enable the service, make sure the matched device
and software support decryption.

It is recommended to enable the service, otherwise
there might be data leakage risks.

B

5

RTSP over TLS

After enabling the service, the streams transmitted over
standard protocols will be encrypted.

If you enable the service, make sure the matched device
and software support decryption.

It is recommended to enable the service, otherwise
there might be data leakage risks.

B

5

Mobile push is enabled by default, and the alarm snapshot
can be sent from the device to mobile phone.

Mobile Push Note
It is recommended not to enable the service, otherwise there
might be security risks.
Table 4-32
4.6.3.3HTTPS

Note

It is recommended to enable HTTPS service, otherwise there might be data leakage risks.
Create certificate or upload signed certificate, and then you can log in through HTTPS with your PC.
HTTPS can ensure data security, and protect user information and device security with reliable and stable

technology.
Step 1

Create certificate or upload signed certificate.
If you select Create Certificate, follow the steps below.
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1) Select Setting > System > Safety > HTTPS. The HTTPS interface is displayed.

Figure 4-105

Note

2) Click Create. The HTTPS dialog box is displayed.
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Figure 4-106

3) Enter the required information and then click Create. If the operation is successful, a prompt will
be displayed.
Note

4) Click Install.
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[7] Enable HTTPs

Create Certificate

-

Request Created

Request Created Delete I l I l Download

Install Signed Certificate

Certificate Path

Certificate Key Path l I
Certificate Installed

Certificate Installed

Aftribute Issue to: HAP= C=CN; ST=none;

-

L=none; O=none; OU=none; EM=;
Issuer: HAP=test; C=CN; ST=test, L=test; O=test, -

Refresh I | Save |

Figure 4-107

5) Click Download to download root certificate. The Save As dialog box is displayed.

Figure 4-108

6) Select storage path, and then click Save.
7) Double-click the RootCert.cer icon. The Certificate interface is displayed.
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